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Field Name PAReq Tag CPRQ Tag | Maximum Size
Message Version Number | version version as required in
core protocol
Acquirer BIN Merchant.acqBIN ab 11
Merchant ID Merchant.merlD mi 24
Merchant Name Merchant.name n 25
Merchant Country Code Merchant.country 3
Merchant URL Merchant.ud mu 256
Transaction dentifier Purchase.xid Xi 28
Purchase Date & Time Purchase.date d 17
Display Amount Purchase.amount a 20
Purchase Amount Purchase.purchAmount pa 12
Purchase Currency Purchase.currency r 3
Currency Exponent Purchase.exponent e 1
Recurring Frequency Purchase.Recur.frequency |rf 3
Recurring Expiry Purchase.Recur.endRecur |er YYYYMMDD
Installment Payment Data | Purchase.|nstall ip 3
Account Identifier CH.acctlD ai 28
Card Expiry Date CH.expiry ex 4
Message Extension Extension Ext
FIG. 10

CPRQ Fields
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CPRS elements
Field Name PARes Tag CPRS Tag Maximum Size
Message Version version version as required in core
Number protocol
Transaction Purchase.xid xi 28
Identifier '
Cardholder PAN pan pn 19
Signature Date & TXtime xt 17
Time
Transaction Status TX.status XS 1
Cardholder TX.cavv XC 28
Authentication
Verification Value
Electronic TX.ec xe 2
Commerce Indicator
CAVV Algorithm TX.cavvAlgorithm |xa 1
Invalid Request IReq.iReqCode ic 2
Code
Invalid Request IReq.iReqDetai it 30
Detail
Vendor Code IReq.vendorCode | xv 256
Signature Value SignatureValue 5 172
Message Extension Extension Ext
FIG. 11

CPRS Fields
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MOBILE ACCOUNT AUTHENTICATION SERVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims priority of U.S. provisional
patent application No. 60/373,702 {Atiorney Docket No.
VISAPO70P), filed Apr. 17, 2002, entitled “THREE
DOMAIN SECURE PROTOCOL,” and of U.S. Provisional
patent application No. 60/405.869 {Attorney Docket No.
VISAP(HOP2), filed Aug. 23, 2002, entitled "MOBILE
ACCOUNT AUTHENTICATION SERVICE,” each of
which are hereby incorporated by reference.

[0002] This application is related to U.S. patent applica-
tion Ser. No. 10/156,271 (Attorney Docket No.
VISAPOG4C1), filed May 24, 2002, and entitled “ONLINE
ACCOUNT AUTHENTICATION SERVICE,” which is a
continuation-in-part to U.S. patent application Ser. No.
09/842 313 filed Apr. 24, 2001, entitled “On-Line Payer
Authentication Service,” which in turn claims priority of
U.S. provisional patent application No. 60/199,727, filed
Apr. 24, 2000 entitled “Visa Payer Authentication Service
Description,” all of which are hereby incorporated by ref-
erence.

FIELD OF THE INVENTION

[0D03] The present invention relates generally to mobile
electronic transactions, and more specitically to authenticat-
ing the identity of account holders during mobile transac-
tions.

BACKGROUND OF THE INVENTION

[0004] During a payment fransaction using a payment card
(e.g., a credit, debit, or stored value card), it is important to
verify a cardholder’s ownership of an account to avoid a
variety of problems, such as unauthorized use, Payer authen-
tication is the process of veritying a cardholder’s ownership
of an accountl. The most common method 1o authenticale a
cardholder’s ownership of an account occurs routinely at a
point of sale during what is called a “card present” trans-
action. A card present transaction involves a merchant’s
represcntative taking the cardholder’s card, swiping it
though a payment card terminal to verify account status and
credit line availability, and then checking to scc that the
signature on the back of the card matches the purchaser’s
signature. Comparison of the signatures provides authenti-
cation of account ownership. If the merchant follows spe-
cific guidelines for this type of transaction, the merchant will
be guaranteed payment for the amount authorized less
discount and fees. A service provider such as Visa Interna-
tional Service Association (or another service organization)
may provide these specific guidelines.

[0005] “Card not present” transactions, on the other hand,
such as those occurring online, throngh mobile devices,
through the mail, or over the telephone, involve payments
that are not guaranieed to the merchant. Online transactions
include those that are conducted, for example, over the
Internel. No guaraniee is provided primarly because the
payers are not authenticated in such non face-to-face trans-
actions, (hereby allowing many risks (0 accompany the
»card not present” transactions. Such rsks involve issues
such as chargebacks of payment transactions to online
merchants, fraud for both merchants and cardholders,

increased exception item processing expenses for banks, and
an increased perception that buying goods and services
online or through mobile devices is not safe and secure,
which may keep some consumers from buying online. Other
examples of risks include the unauthorized use of stolen
account information to purchase goods and services online,
fabrication of card account numbers to make fraudulent
online purchases, and extraction of clear text account infor-
mation from network traffic.

[M06] Given the continued expected high growth of elec-
tronic commerce, it is important to provide methods (o
authenticate payers. This will benefit all payment system
participants including cardholders, merchants, and financial
institutions. Authenticating the payer during online payment
transactions will reduce the levels of fraud, disputes, retriev-
als and charge-backs, which subsequently will reduce the
costs associated with cach of these events. Authenticating
the payer also addresses consumer securily concerns and
theretore will lead to increased sales made online or through
mobile devices, Prior systems used to authenticate consum-
ers during online transactions have not been widely adopted
because these systems were difficult to use, had complex
designs, required significant up-tfront investment by system
participants and lacked interopcrability. Certain prior sys-
tems additionally required the creation, distribution and use
of certificates by merchants, cardholders, issuers and acquir-
ers. Such use of certificates is known to be quite burden-
S0MME.

[007] In view of the foregoing, a system for authenticat-
ing the identity of the payer in an online or mobile trans-
action would be desirable. Such an authenticating system
should be relatively easy to implement and use, require a
minimal investment of résources, and provide a high level of
mteroperability between the system’s participants.

BRIEF SUMMARY OF THE INVENTION

[008] The present invention is dirccted towards tech-
niques for authenticating the identity of an account hokler
during onlinc and mobilc transactions. The present invention
is relatively ¢asy to implement and use, requires a minimal
investment of resources to implement, and provides a high
level of interoperability between the system’s participants.
The authentication service of the present invention allows a
trusted party to verify an account holder’s identity using a
variety of authentication techniques, such as passwords and
tokens. The authentication service can also provide authen-
tication results to the merchant in real time during the
checkout process. The present invention provides processes
and systems to implement the authentication service when
an account holder accesses the service using mobile devices.
These processes and systems support mobile devices that
send messages over the Internet, voice channels, and text
messaging channels.

[0009] One aspect of the invention pertains to a method
for authenticating the identity of an account holder wherein
the account holder uses a mobile device capable of receiving
and trapsmilling messages over the Inlernet. This method
involves establishing a communication connection between
a requesting party and the account holder in order (o conduct
the transaction, creating a condensed payment authentica-
tion response message (CPRS) at the trusted party, trans-
mitting the CPRS to the requesting party via the account
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holder, retricving a first set of data fields from a memory
device located at the requesting party, constructing a com-
plete CPRS at the requesting party by combining the con-
densed CPRS with the first set of data fields, and authorizing
the transaction between the account holder and requesting
party when the complete CPRS indicates that the identity of
the account holder is authenticated.

[0010] A second aspect of the invention pertains to a
system for supporting the method described just prior. Such
a system includes a merchant server configured to commu-
nicate with the account heolder in order to process the
transaction, an access control server controlled by the trusted
party, the access control server configured to create a con-
densed CPRS, and a merchant plug-in solitware module
having a merchant memory unit, the merchant plug-in
module configured to receive the condensed CPRS, to
retrieve a first set of data fields from the merchant memory
unit, and to construct a complete CPRS by combining the
condensed CPRS with the first set of data fields.

[0011] A third aspect of the invention pertains to a method
for authenticating the identity of an account holder wherein
the account holder uses a mobile device capable of receiving
and transmitiing voice and/or text messages. This method
involves establishing and conducting a transaction between
an account holder and a requesting party over a first voice or
messaging channel, sending a payment authentication
request message (PAReq) from the requesting party to the
trusted party over the Internet, establishing a connection
between the account holder and the trusted party over a
second voice or messaging channel, and transmitting an
authenticating token from the account holder to the trusted
party over the second voice or messaging channel.

[0012] TYet another aspect of the present invention pertains
to a system capable of supporting the method described just
prior. This system includes a merchant server configured to
communicate with the account holder in order to process the
transaction, a merchant plug-in software module, a first
HTML form containing the payer authentication request
message that is posted over the Internet to the trusted party
from the merchant plug-in software module, a first voice or
messaging channel established between the merchant server
and the account holder, wherein the first voice or messaging
channel 15 used to conductor the transaction, an access
control server controlled by the trusted party, a second voice
or messaging channel established between the account
holder and the access control server, and an authenticating
token that is transmitted from the account holder to the
access control server over the second voice or messaging
channel, the authenticating token configured to be used by
the access control server to authenticate the identity of the
account holder.

[0013] These and other features and advantages of the
present invention will be presented in more detail in the
following specification of the invention and the accompa-
nying fgures, which illustrate by way of example the
principles of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The iovention, together with further advantages
thereof, may best be understood by reference to the follow-
ing description taken in conjunction with the accompanying
drawings in which:

[0015] FIG. 1 illustrates one embodiment of a core system
architecture for implementing the account authentication
service of the present invention for various types of account
authentication applications.

[016] FIG. 2 schematically illustrates one embodiment
of a system architecture 100 that supports the authentication
service of the present invention in payment transactions.

[0017] FIG. 3 illustrates the process through which an
account holder registers with the account authentication
system according to one embodiment of the present inven-
tion.

[(W18] FIG. 4 illustrates one embodiment of an Internet
web page in which an account holder can enter information
during the account authentication system enrollment pro-
cess,

[0019] FIG. 5 deseribes an authenticaled payment lrans-
action on the core account authentication system where an
account holder uses a computer that is connected to the
Internet.

[0020] FIG. 6 illustrates an exemplary window that
prompts the cardholder for his or her password.

[0021] FIG. 7 illustrates exemplary messages that are sent
during the payment transaction superimposed over the core
account authentication system where a consumer uses a
computer that is connected to the Internet.

[0022] FIG. 8§ illustrates an alternative view of a payment
transaction on the core account authentication system super-
imposed over an account authentication system architecture
according to one embodiment.

[23] FIG. 9 illustrates an account authentication proto-
¢ol superimposed over a system architecture for a mobile
Internet device implementation of the present invention.

[0024] FIG. 10 illustrates a table that includes the data
ficlds that make up the Condensed Payer Authentication
Request message according to one embodiment.

[0025] FIG. 11 illustrates a table that includes the data
ficlds that make up the Condensed Payer Authentication
Response message according to one embodiment.

[026] FIG. 12 describes an exemplary payment transac-
tion in which voicc and messaging devices arc utilized.

[W27] FIGS. 13 and 14 illustrate and contrast the basic
message exchange for account authentication systems for
the voice and messaging channels wherein FIG. 13 does not
use proxy servers and FIG. 14 does use proxy servers.

[0028] FIG. 15 illustrates a typical architecture that is
used for two-way message processing.

[0029] FIG. 16 illustrates a telecommunications network
suifable for implementing an embodiment of the present
mvention.

[0030] FIG. 17 illustrates systems housed within an inter-
change center to provide online and offline transaction
Processing.

[031] FIG. 18 illustrates another view of the components
of the telecommunications network.
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[0032] FIGS. 19A and 19B illustrate a computer system
suitable for implementing embodiments of the present
invention.

DETAILED DESCRIPTION OF THE
INVENTION

[0033] The present invention will now be described in
detail with reference to a few preferred embodiments as
illustrated in the accompanying drawings. In the following
description, numerous specific details are set forth in order
to provide a thorough understanding of the present inven-
tion. It will be apparent, however, to one skilled in the art,
that the present invention may be practiced without some or
all of these specific details. In other instances, well known
operations have not been described in detail so not to
unnecessarily obscure the present invention.

[0034] The present description will begin with an over-
view of a core account authentication system and protocol.
The account authentication system is provided as a service
to participating issuers, account holders, and merchants. An
implementation of the core account authentication system
relating to online payment transactions is first described. The
description of online payment transactions provides details
about the authentication system and protocol that are analo-
gous to the authentication system and protocol used for
non-payment transactions. This is because both payment and
non-payment transactions involve the authentication of an
account holder’s identity. The description of online payment
transactions covers the payment transaction itself, system
setup, customer registration, and specific message tlows.
Variations of the account authentication system are
described following the description of the core account
authentication system and protocol. The alternative imple-
mentations allow account holders or consumers to use
mobile devices such as Internet compatible and Internet
non-compatible devices, The core account authentication
system forms the basis for the mobile device implementa-
(1oms.

[0035] Account Authentication System for Various Imple-
mentations

[0036] The account authentication system is designed to
authenticate cardholder account ownership during transac-
tions in which onc party cannot physically verify the identity
of another party who purports to be the owner of a specific
account. For example, the account authentication system can
be used in various transactions when a trusted party authen-
ticates the identity of an individual or entity for the benefit
of a third party. As is commonly known, the trusted party
usually accepts legal responsibility for the authentication of
the individual or entity to the third party. Certainly, one
important application of the system is in the field of payment
transactions that take place either online or over portable
electronic devices.

[0037] However, the system can be useful in many appli-
cations aside from payment transactions. For example, non-
payment transactions include transactions such as authenti-
caling a (inancial institulion’s customer when a consumer
accesses an Internet web site to complete an online form.
Non-payment transaclions also include many aspecis ol
retail banking, wholesale banking, medical businesses,
insurance businesses, and brokerage businesses, just to
mention a few. Retail banking involves account numbers

used with cards such as debit cards, purchase cards, and
stored value cards. Non-payment transactions also include
those using identification cards. For example, AAA can use
the system to authenticate the identity of one of its customers
or a telephone card company <can use the system to authen-
ticate the wdentity of the user of a specific card.

[038] FIG. 1 illustrates one embodiment of a core system
architecture 150 for implementing the account authentica-
tion system for various types of account authentication
applications. System architecture 1500 includes three
domains: a trusted party domain 1502, an interoperability
domain 104, and a third party or requesting party domain
1506. The trusted parcty and the third party domains define
[unciional realms within which are components that are
totally or at least partially controlled by the trusted or third
party, respectively. The interoperability domain defines a
functional realm within which are components may be
utilized by the trusted party, the third party, as well as other
partics, such as a service organization.

[039] The trusted party domain 1502 includes compo-
nents that are primarily controlled by a trusted party. An
example of a trusted party is a financial institution that issues
payment cards to consumers, known as an issuing bank.
Specifically, an issuer, or a card issuer, personalizes new
cards received from a card supplier and then issues these
cards to its customers. Personalization may also be per-
formed by the card supplier or by a personalization bureau.
In addition to being a financial institution, an 1ssuer may be
any suitable issuing entity such as telecommunications net-
work operator, a service association, a merchant or other
organization, or even an agent acting for an issuer. Third
party or requesting party domain 1506 includes components
that are primarily controlled by a third party andfor a
requesting party. A requesting parly can be any parly who
makes a requests for the identity of an account holder to be
authenticated. For example, a requesting party can be a
merchant who desires to authenticated the identity of a
person alleging to be the owner of a credit card account. A
third party can be an acquirer who is a financial institution
that corolls merchants in the payment scheme and manages
the accounts of merchants. An acquirer also routes informa-
tion from an online merchant to the telecommunications
network. In other embodiments, a merchant can directly
route information to the telecommunications network.

[0040] Interoperability domain 104 can be supported by
the Internet and includes components used by both the
trusted party and the third party.

[041] Trusted party domain 1502 includes an issuer card-
holder system 110, an enrollment server 112, an access
control server (ACS) 114, and an account holder file 118.
Additional components are included within trusted party
domain 1502 depending upon the specific field of use in
which the system will be used. For example in the payment
transactions below, additional components in each of the
domains are present for the purpose of authenticating
account holder identities with respect to payment transac-
tions.

[042] Enrollment server 112 is a computer that manages
an account holder’s enrolliment into the account authentica-
tion system by presenting a series of questions via a web
interface to be answered by the account holder and veritied
by the trusted party. As shown in FIG. 1, the trusted party
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operates enrollment server 112. However, a service organi-
zation such as Visa can operate enrollment server 112 on
behalt of the trusted party. The trusted party can use a
web-enabled, interactive “identity authentication service™
provided by an outside entity during the enrollment process
to help validate an account holder’s identity.

[0043] ACS 114 is a computer that has a database of
account holders registered for the account authentication
service provided by the account authentication system. ACS
114 contains account and password information tor each
account holder. During an account authentication transac-
tion, ACS 114 provides digitally signed receipts to an
authentication requesting party, coantrols access to the
account authentication system, and validates account holder
participation in the service. A card issuer or a service
organization such as Visa can operate ACS 114 for the
trusted party. While the account authentication service does
not require any additional cardholder sollware 1© be used,
optional account holder software and hardware may be
deployed. Additional account holder software can support
additional authentication techniques such as digital certifi-
cates, integrated circuit cards (chip cards) and chip card
readers. Note that in the present invention, the only system
participant requiring a certificate is the issuing financial
institution.

[0044] Account holder file 118 is a trusted party managed
database for storing information relating to the account
holders who are successfully enrolled with the account
authentication system. Issuer cardholder system 110 {or
Trusted Party Account Holder System) is controlled by the
trusted party and contains information about account hold-
ers. Such informtion relates to account information, services
utilized by the cardholder, etc. Some of the information
within the issuer cardholder system 110 can be used in
enrolling account holders into the account authentication
SErvice.

[0045] A third or requesting party 1532 of third party or
requesting party domain 1506 typically desires the authen-
tication of an account holder. Party 1532 manages request-
ing plug-in software 1534 that facilitates the authentication
protocol. Requesting plug-in software modole 1534 15 a
software module that integrates into a third or requesting
party’s weh site. Plug-in software module 1534 provides the
interface between the account authentication system and the
third party’s processing software, for example, the payment
processing software of a merchant.

[0046] Interoperability domain 104 contains the directory
server 128, 1s supported by the Internet, and includes com-
ponents used by both the trusted party and the third party.
Directory server 128 routes authentication requests from
requesting parties to specific ACS's, such as ACS 114.
Directory server 128 is operated by a card scheme manager
or a scrvice organization, such as Visa. Intcroperability
domain 104 can also be supported by a network other than
the Internet.

[0047] Account Authentication System for Payment
Transactions

[0048] Adescription of the system architecture for authen-
ticating an account holder in the realm of payment transac-
tions will now be provided. Note that many of the general
concepts described in this section are applicable to various

ficlds of use since the authentication process for payment
applications is analogous to non-payment applications.

[0049] An exemplary use of the authentication system and
protocol in payment transactions is described as follows.
The authentication system is useful in a scenario when a
cardholder shops online, adds items to a *shopping cart,”
proceeds to the online merchant’s checkout page, and com-
pletes the online merchant’s checkout forms. The authenti-
cation processes can take place after the consumer decides
to buy his or her desired products or services, for example,
after the consumer clicks a “buy” button. The authentication
process can also begin at various other times in the con-
sumer’s payment transaction. The authentication process is
conducted mostly in a transparent mode to the consumer by
utilizing software that has been incorporated in several
points of a payment network. The system validates partici-
pation by the cardholder and the cardholder’s financial
institution with the authentication service. Then a window is
created in which the consumer can confirm his or her
identily by requesting a previously registered password [rom
the cardholder. If the identity of the consumer is confirmed,
the payment information and potice ol the consumer’s
authentication is sent back to the merchant. Then, as con-
ventionally performed, the payment transaction is processed
by the merchant. For example, the merchant may send an
order confirmation mcssage to the cardholder’s browscer,

[050] FIG. 2 schematically illustrates one embodiment
of a system architecture 100 that supports the authentication
service in payment transactions. As with the general system
architecture 15 of FIG. 1, architecture 100 is divided into
three domains: issuer domain 102, interoperability domain
104, and acquirer domain 106. Issuer domain 102 and
acquirer domain 196 of FIG. 2 are analogous to trusted party
domain 1502 and third party or requesting party domain
1506 of FIG. 1, respectively.

[0051] Issucr domain 102 includes an enrollment site 108,
an issucr cardholder system 110, a cardholder <licnt deviee
122, an enrollment server 112, an access control server
{ACS) 114, an issuer or third party identity authentication
component 116, and an account holder file 118. Optionally,
the issuer domain 102 can include an issuer file of approved
cardholders 120 Enrollment server 112 is a computer that
manages cardholder enrollment into the account authentica-
tion system through presenting a series of questions via a
web interface to be answered by the cardholder and verified
by the issuer. Enrollment server 112 is connected via the
Internet to the Internet Payment Gateway Service 124,
which is in turn, connected to a telecommunications network
126, for example, VisaNet. The Internet Payment Gateway
Service 124 allows enrollment server 112 fo communicate
with telecommunications network 126. The connection via
Payment Gateway Service 124 allows enrollment server 112
to query the issuer’s authorization system 127 to determine
if a cardholder being enrolled has an active card account.
Enrollment site 108 is an Internet web site where the
cardholder can register to participate in the account authen-
tication service provided by the account authentication sys-
tem.

[0052] Cardholder client device 122 is used by the card-
holder to participate in the account authentication systern.
Specifically, cardholder client device 122 can be any device
capable of accessing the Internet, such as a perscnal com-
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puter, mobile telephone, a personal data assistant, or an
interactive cable television. In some embodiments, card-
holder client device 122 cannot connect to the Internet,
however such devices can stll be used by a cardholder
because input and output messages from client device 122
are routed through special nodes that can handle non-
Internet based messages. For example, mobile telephones
that transmit and receive messages based upon voice and/or
text messages do not connect to the Internet, however they
can still be used with the account authentication system by
routing messages in a different manner. The Short Message
Service (SMS) is a commonly used example of a messaging
system. An Interactive Voice Response (IVR) unit can be
used for automated exchanges over a voice channel. This
message routing arrangement will be described in more
detail in the following section on non-Internet capable
devices.

[0053] Issucr cardholder system 110 is an issuer-con-
trolled system containing information about cardholders.
This system information conlains information concerning
account information, services utilized by the cardholder, etc.
Some ol the information within the issuer cardholder syslem
¢an be used in the process for enrolling cardholders into the
account authentication system.

[0054] Issuer or third party identity authentication data-
base 116 contains information that the issuer or third party
already has on file regarding cardholders, Database 116 is
used by issuer in the process of enrolling cardholders to
verify the identity of the cardholders. For instance, infor-
mation entered by cardholders during the accountholder
registration process must match the information already on
file in authentication database 116 in order for cardholders to
successfully register for the service provided by the account
authentication system. Third parties can be companies such
as Equifax.

[0D55] Interoperability domain 104 includes a directory
server 128, an authentication history scrver 130 and a reccipt
manager 131. Directory server 128 routes authentication
requests from merchants to specific ACS’s. Directory server
128 is operated by a service organization, such as Visa.
Authentication history server 130 and receipt manager 131
store signed receipts (e.g., copies of the Payment Request
Response message that are described below) for each
authenticated payment transaction. Authentication history
server 130 contains information that verifies which transac-
tions were authenticated and provides additional informa-
tion during dispute resolution processes. Authentication
history server 130 and receipt manager 131 are operated by
a service organization. The issuer, acquirer, or merchant can
also maintain a copy of the digitally signed receipt.

[0056] Acquirer domain 106 includes the merchant 132
and the validation server 136, A merchant plug-in software
module 134 resides at the location of merchant 132, Mer-
chant plug-in software module 134 is a software module that
integrates into a merchant’s electronic commerce web sites.
Plug-in software module 134 provides the interface between
the account authentication system and the merchant’s pay-
ment processing software. Validation server 136 verifics the
digital signature ol the card issuer used 10 sign the receipt
returned by the account authentication system to the mer-
chant during the payment transaction. In alternative embodi-
ments, the functionality of validation server 136 may be

included within merchant plug-in software module 134, thus
eliminating the need for a separate validation server 136.
Validation server 136 is operated by the merchant, the
acquirer, or by a service organization.

[0057] In some embodiments, the account anthentication
system can interoperate with other cardholder applications,
such as electronic wallets, and the service can operate
compatibly with electronic commerce mark-up language
(ECML software). The account authentication system also
provides capabilities to implement dispute resolution pro-
cedures. For instance, a merchant can retain sufficient infor-
mation to provide proof of cardholder authentication for the
purposes of dispute resolution and charge-backs.

[058] Set-Up and Registration Description

[5Y] The description will now provide further detail tor
setting up the account authentication system for both pay-
ment and non-payment transactions. First, the procedures
required to set up the various system participants such that
they can use the account authentication system will be
explained. Then the account holder’s process for registering
with the account authentication system will be explained.
After these phases are described, explanation will be pro-
vided as to the actual authorization of payment transactions.

[W&60] Setting up the account authentication system
involves set up procedures for all the participants within the
system. The set-up procedures are generally the same for
both the authorization of payment and non-payment trans-
actions. These participants include entities such as mer-
chants or other authentication requesting partics, financial
institutions or other trusted partics, and account or card
holders.

[061] Requesting partics, such as online merchants, who
sign up with the account authentication system receive
plug-in software modules such as plug-in software module
1534 in FIG. 1 and module 134 in FIG. 2. The plug-in
softwarc module should be specific to the computing plat-
form and server software used by the requesting party.
Requesting partics, such as financial institutions, participat-
ing within the account authentication system will provide
their service logos and marketing designs to be incorporated
into their customized enrollment site template. Third parties
that are acquiring banks should also provide merchants with
a service organization certification authority (CA) root cer-
tificate, a service organization certification authority SSL
certificate for client autheatication, and integration support.

[W062] Before a trusted party can be set up to use the
account authentication system, they must obtain and install
a copy of all account authentication system hardware and
software specified in the trusted party domain. Trusted
parties such as issuer financial institutions will also provide
ientity authentication policics and participating BIN infor-
mation to the account authentication system to be used in the
cardholder identity verification processes. Optionally, the
Issuer can provide the cardholder authentication information
to the account authentication system for pre-loading mto
account holder [ile 118, Pre-loading Cacilitales large volume
support of cardholders. For example, when a trusted party
desires 1o activate all or mosl of its cardholders lor account
authentication services, the trusted party can send personal
identification numbers (PIN numbers) to all of its cardhold-
ers. The PIN number can then be used by each cardholder to
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access his or her preloaded passwords. In this manner, the
enrollment process is expedited because each cardholder
need not go through the formal enrollment process. After the
cardholders use their preloaded password for the first time,
the cardholders have the option of designating a new and
easier to remember password.

[0063] Cardholder authentication information includes
information such as business identification, country code,
card account number, card expiration date, cardbolder name,
issuer-specific authentication data specified in the “partici-
pating BIN™ data (e.g., mother's maiden name), and other
information such as billing address, shipping address, social
security number, telephone number, account balance, trans-
action history, and driver license number. Trusted parlics
should also provide account number ranges for their card
account portfolios and ACS IP addresses (URLs) to the
directory server. With respect to payment applications of the
account authentication system, the scrvice can be offered
through bank branded web-sites, which allow for cardholder
registration.

[0064] FIG. 3 illusirates the process through which an
account holder registers with the account authentication
system according to one embodiment. As shown in step 1,
account holders visit an enrollment server Internet web site
maintained by a trusted party, for example, an issuer finan-
cial institution. Account holders register with the account
authentication system by registering their account numbers.
For example, with payment transactions, an account holder
can register his or her credit, check, or debit card account
number. With respect to non-payment transactions, an
account holder can register an account number held with an
insurance or brokerage company. Account holders can reg-
1ster one or more cards.

[0065] At step 2 the account holder enters information
such as a primary account number (PAN), name and card
expiration date. At this point, the account holder can also
enter additional information. For instance, address, e-mail
address, shopper identification, an account verification
value, cardholder-specific password, and issuer-specific
authentication information can also be entered. This infor-
mation can be entered in a page at the enrollment web site
such as page 300 shown in FIG, 4.

[0066] After the account holder enters the requested infor-
mation at enrollment site 108, the account authentication
system verities that the account holder’s PAN falls within a
card range that is registered by the trusted party in directory
server 128 of interoperability domain 104. Account holder
identities can be verified using varnious methods. First, as just
mentioned, account holder identities can be verified through
a third party authentication database or through the trusted
party’s own authentication database. Additionally, verifica-
tion can be performed by using a file of approved cardhold-
ers 120 provided by the trusted party, by transmitting status
check authorizations to the trusted party, and by comparing
responses (o pre-loaded information provided by financial
institutions.

[0067] I[ihe PAN is not within an enrolled card range, the
enrollment is rejected and the enrollment process is termi-
nated. In a payment trapsaction, il the PAN is wilhin an
enrolled card range, an authorization for one dollar {or any
other nominal amount) will be submitted through a service
organization payment network, such as VisaNet, to the issuer

financial institution. The authorization of the one-dollar
transaction allows the issuer to verify the card account
status, the address using the Address Verification Service,
and the Cardholder Vernfication Value 2 (CVV2), The CVV2
15 a three~digit number printed on the signature strip on the
back of the payment cards. In a non-payment transaction, a
one-dollar transaction is not required if the PAN is with the
enrolled card number range.

[0068] At step 3 the account holder is prompied for
additional authentication information to verify the account
holder’s identity in an interactive, real-time, online session.
In some embodiments, the account holder can also be
requested to enter a password and a “hint question and
response” pair that will be used 1o authenticale the account
holder during the authentication transaction.

[M069] As shown in step 4, when the account holder’s
identity is verified and the appropriate responses are
returned, an authorization message is sent to the issuer
financial institution. Then at step 5, enrollment server 112
passes account holder information to ACS 114 to set up
records in account holder file 118, Account holder file 118
can store information such as: financial institution BIN
numbers, account numbers, expiration dates, first and last
names, driver’s license numbers, billing addresses, social
security numbers, cardholder passwords, cardholder pass-
word questions, cardholder password answers, cardholder
email addresses, third party identity scores, and other infor-
mation.

[W70] Tn some embodiments, during the registration pro-
cess, the account holder can be asked to enter a phrase,
called the personal assurance message (PAM), that is rec-
ognizable to the account holder. PAM is later presented to
the account holder by the trusted party during an authenti-
cation process. Since only the trusted party knows the
aceount holder’s designated PAM, the account holder can be
assured that a dialog window used with the account authen-
tication system was delivered from the trusted party. An
example PAM is, “the sky is blue.”

[071] It should be noted that account holders require no
new client software or devices to use the authentication
system. In a preferred embodiment, the account holder
registration process utilizes security protocols such as SSL
channel encryption to protect data transmitted across the
Internet between the account holder and the enrollment
SCIVETL

[072] Also, during the registration or enrollment process,
cach trusted party could display its own “terms of use”™
and/or “data privacy policy.” Each trusted party has the
ability to require registering account holders to either accept
or decline the terms and policies in order to complete the
registration process. The version numbers of the “terms of
use” andfor the “data privacy policy” accepted by each
aceount holder should be saved by the trusied parties.

[073] Payment Transaction Description

[74] After all participants are set up and the account
holders are registered, account authentication is performed.
Account authentication can be performed in a variety of
manners depending upon the particular sysiems utilized by
the participants. Three implementations that will be
described concern: a conventional computer that is con-
nected to the Internet (FIGS. 5-8), a mobile device that
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connects to the Internet (FIG. 9), and a2 mobile device that
cannot connect to the Internet (FIGS. 10-12). As will be
described below, the main difference among cach of the
three variations is how a payment request and payment
response message is created and transmitted between the
plug-in software module (in the Requesting Party domain)
and the access control server (in the Trusted Party domain).
Note that FIGS. 5-12 illustrate the process for authenticating
account holder identifications in payment transactions.

[0075] With respect to the scenario where the account
holder uses a conventional computer that is linked to the
Internet, FIG. 5 illustrates a high level overview of the
payment transaction, FIG. 7 illustrates a lower-level view of
the specific messages transmitted during the transaction, and
FIG. 8 illustrates a mid-level view of the payment transac-
tion. The description for these payment transactions also
sufficiently describes the authentication process for non-
payment transactions. Specific description as to non-pay-
ment transactions is provided throughout the description
where appropriale.

[0076] FIG. 5 describes an authenticated payment teans-
action using the core account authentication system where
an account holder uses a computer that is connected to the
Internet. In step 1 of FIG. 8, an account holder visits a
merchant’s electronic commerce site on the Internet. The
account holder can also be referred to as a cardholder since
in a payment transaction the most common type of account
held by an account holder will be some sort of credit, debit,
or check card account. After the cardholder selects the
products or services he or she wishes to purchase, the
cardholder begins the checkout process, completes the
checkout form, and then ¢licks on a “buy™ button.

[0077] After the “buy” button is selected as shown in step
2 of FIG. 5, the merchant plug-in software module is
activated and then performs a venfication process to deter-
mine whether the cardholder’s specific account is registered
with the account authentication system. There arc various
methods by which the merchant plug-in software module
can determine if the cardholder is registered with the
account authentication system. For instance, a two-step
process in which the directory server and then the ACS
associated with the cardholder is checked, a process where
only the ACS is checked, and a method in which the
merchant can check a cache memory containing the same
information held in the directory server can be used.

[0078] A description of the two-step process will now be
provided. Reference to FIG. 2 will be made during this
description. In the first step, the merchant plug-in software
module identifies the card account number and queries the
directory server 128 to verify that the account number is
within a range of numbers associated with an issuer bank
that is a participant of the account authentication system. If
the account mumber does not fall within a range of account
numbers defined on the directory server 128, then the issuer
and thereby its cardholder are not registered. In this case the
merchant is notified that the account number is oot regis-
tered and the merchant plug-in soltware module 134 retums
control of the transaction back to the merchant storefront
soltware. At this point, the merchant storelront software can
proceed with the transaction, as it normally would, refuse
further service to the cardholder, or proceed with alternative
payment methods.

[079] ©On the other hand, if the account number is deter-
mined to be within a range of account numbers present in
directory server 128, then the second step of the verification
process begins. The second step of the verification begins
when directory 128 sends the account number to an ACS to
determine if the account number is enrolled. If the card is not
enrolled, the enrollment process is terminated. If the ACS
indicates that the card is enrolled, the ACS via the directory
server returns its URL Internet address to the merchant
plug-in. The merchant plug-in then invokes the ACS via the
cardholder client device and its resident browser. Once again
1t 1s noted that there can be multiple ACS’s in PAS.

[8¢] A second method of checking to see if the card-
holder is registered with the account authentication system
is for merchant plug-in software module 133 to directly
query ACS 114 without first querying directory server 128,
The third method, as mentioned abowve, is for the merchant
to have a cache memory containing the same information
held at the directory server 128. In this manner the merchant
can al least do a preliminary check.

[M081] Ttshould be noted that there could be more than one
physical directory server in the account authentication sys-
tem. Howewer, it is preferable that there be only one logical
directory server. In other words, all of the directory servers
should be consistent in that they contain the same informa-
tion.

[0082] If the cardholder is a participant in the account
authentication system, ACS 114 displays a bank branded
window to the cardholder. The bank branded window con-
tains basic payment transaction information and prompts the
cardholder [or his authentication password or token. See
FIG. 6 for an exemplary window 500 that prompts the
cardholder for his or her authentication password. The
cardholder enters his or her authentication password and
ACS 114 verifies the authentication password. The size and
layout of window S(W) varies depending upon the parameters
of the deviee used by the cardholder. As is common today,
the cardholder can be given a certain number of attempts to
correctly enter the authentication password. If the card-
holder is unable to comectly enter the authentication pass-
word, then the cardholder can be prompted with the hint
question that was established during the cardholder’s regis-
tration process. Preferably, the cardholder is given one
chance to enter the correct answer in response to the hint
question.

[83] The payment authentication continues if the correct
authentication password or token is immediately entered or
the cardholder provides the correct response to the hint
question. The ACS then proceeds to digitally sign a receipt
using the 1ssuer’s signature key or a service provider’s key.
This receipt will contain the merchant name, card account
number, payment amount, and the payment date. In some
embodiments, the receipt is a copy of the Payment Authen-
tication Response (PARes) message, or 2 message having at
least some of the infoermation fields copied from the PARes
message. The authentication history server 130 stores the
lollowing ransaction data: merchanl name, merchant URL,
card account number, expiration date, payment amount,
payment date, the issuer payment signature and the card-
holder authentication verification value. The ACS then redi-
rects the cardholder back to the merchant plug-in through
the cardholder browser. At this point, the ACS also passes to
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the merchant the digitally signed receipt and the determi-
nation as to whether the cardholder has been authenticated.
The validation server 136, in the acquirer domain 106, is
used by the merchant plug-in 134, to verify the digital
signature used to sign the payment receipt. After verifying
the digital signature, the cardholder i1s deemed *‘authenti-
cated.” In some embodiments, after the transaction is com-
pleted, the cardholder will also have the ability to re-register
his or her card account and create a new password to be used
for future online purchases.

[0084] After the cardholder is authenticated in step 3, step
4 initiates the process for authorizing the specific cardhold-
er’'s account. Authorization refers to the process of verifying
that a cardholder has adequate credit and is in good standing
for a specific purchase. In contrast, authentication refers to
the process of verifying the identity of an account holder. In
step 4 the merchant uses the merchant plug-in software
module 1o send an authorization message 10 a payment
network such as VisaNet. The payment network in turn,
forwards the authorization message and an cleetronic com-
merce indicator (ECI) to an issuer financial institution. The
anthorization message 1s a message as 1s commonly known
1n the art. The authorization message is sent to the 1ssuer so
that the issuer financial institution can verify to the merchant
that a specific account is in good standing and has adequate
credit line for the requested purchase amount of the payment
transaction. The ECT indicates that the transaction was
completed over the Internet and indicates that level of
message sceurity (i<., channel encryption (SSL), in the
clear) and authentication used.

[0085] In alternative embodiments, the merchant is
capable of providing additional information along with the
authorization message. For instance, the following informa-
tion can also be sent: a flag indicating if the cardholder was
successfully authenticated, account information, digital sig-
natures, a cardholder verification value 2, card authentica-
tion verification value (CAVV), an offline PIN authenticated
by chip card Europay, Mastercard, and Visa (EMV) cryp-
togram, and the necessary fields to provide the merchant
with guaranteed payment. The CAVV is data is created by
the ACS which authenticated the cardholder and is a unique
valuc for a given payment card and a specific payment
transaction from that card. It i1s used by issuers to uniquely
identify authenticated payment transactions if any subse-
quent disputes occur. After the issuer financial institution
processing of the authorization transaction is complete,
control of the payment transaction is then returned to the
merchant’s storefront software via the payment network.
The issuer then returns the authorization response via the
payment network to the merchant. In step 5 of FIG. 5, the
issuer financial institution will either authorize or decline the
transaction. In some embodiments, the authorization mes-
sages can be batched and sent in a group at a later time. The
authentication information is also included in the batch
authorization messages.

[M086] Access control server (ACS) 114 is capable of
various other functions. For example, the ACS can deacti-
vale registered accounts [tom the database. Accounts can be
deactivated manually, by the cardholder, or by the issuer.
ACS 114 can also provide a simplified renewal registration
process when the cardholder receives a replacement card.
ACS 114 can support multiple users of the same registered
account with unique access control information. When pro-

viding a user with a connection to ACS 114 for payment
transactions or account updating, ACS 114 can validate the
user as an authorized cardholder of the registered account
through one or more of the following mechanisms: pass
phrase, digital signatures, an online PIN number, or and
off-line PIN authentication by chip card EMV cryptogram.

[087] Merchant 132 can interoperate with existing sys-
tems where the merchant has the cardholder account infor-
mation on file, interoperate with existing merchant authori-
zation and clearing systems, support third parties who
provide services to multiple merchants, support a variety of
payment interfaces between the merchant and the acquirer,
and minimize the mandatory impact to payment network
authorization messages from the acquirer when setting the
value of the electronic commerce indicator {ECT).

[0088] ©One method for routing transactions from the mer-
chant to an ACS is to have a directory that provides the
address of the server based on the cardholder account
number. In such a method, requests for routing information
are only acceptable from authenticated merchants, When
activity from a merchant exceeds normal activity, then
account authentication system can deny access to a merchant
whose acquirer indicates that such access is no longer valid.
This could be the case when merchant fraud is deemed
probable. Merchant authentication to the account authenti-
cation system can be deployed, but deployment is not
required. Merchant authentication can help minimize mer-
chant fraud.

[0089] FIG. 7 illustrates specific messages that are trans-
mitted during a payment transaction using the core account
authentication system where a consumer uses a computer
that 1s connected to the Internet according to one embodi-
ment. The messages of FIG. 7 are superimposed over the
payment system architecture as shown in FIG. 2. It should
be understood that even though the messages and the data
ficlds within each of the messages are given specific names,
these names do not affect the performance of the authenti-
cation protocol. Therefore, different names can be assigned
to the messages and data fields discussed below.

[090] As described above, the payment transaction
begins when a cardholder visits a merchant website via a
browser and selects items to purchase. The merchant’s
payment system will ask the cardholder to enter his or her
payment information. Generally, entry of the payment infor-
mation should oceur in a secure environment, for example,
through the use of SSL encryption protocol. When the
cardholder indicates that he or she is ready to finalize the
transaction, the merchant™s payment system invokes mer-
chant plug-in software module 134, Then as shown by line
14, plug-in software module 134 checks directory server 128
for the specific URL of the ACS that may contain the
cardholder’s Payer Authentication Number (PAN) to vali-
date that the cardholder is enrolled in the service. Alterna-
tively, plug-in software module 134 checks its own cache
memory that contains this information. Plug-in module 134
can also check ACS 114 to verify that cardholder’s PAN is
enrclled with the account authentication system. In the case
that plug-in module 134 can check its own cache, plug-in
module 134 should have the ability 1o copy the conlents of
directory 128 into its local cache. If this capability is used,
the merchant can determine immediately from its cache if
the account is part of an enrclled range. If the merchant



US 2003/0200184 Al

implements this capability, the contents of the cache should
expire and be refreshed at least every 24 hours. The cache
should be requested when the merchant plug-in software
module 134 is loaded and at regular time intervals thereafier.

[0091] Plug-in software module 134 searches for the PAN
by formatting a Verify Enrollment Request (VEReq) mes-
sage using the cardholder PAN. If not already established,
merchant plug-in software 134 will establish a secure con-
nection with and authenticate itself to directory server 128 or
ACS 114, Merchant plug-in software 114 will search for a
card range entry that corresponds to the cardholder PAN at
various locations.

[0092] After merchant plug-in software 114 conducts the
search, the VEReq message is transmitted to ACS 114 either
directly, as shown by line 1b, or after first passing through
directory server 128, as shown by line 14. When the VEReq
message is transmitted to ACS 114 via directory server 128,
directory server 128 searches for a record corresponding to
the cardholder PAN contained in the VEReq message. On
unsuccessful match, directory server 128 will format a
Verify Enrollment Response (VERes) message with no URL
value(s) and set the value of Status of PAN Enrollment or
VERes-Status to *N.” The VERes message is then returned
to the merchant plug-in software. On the other hand, upon
successful match, directory server 128 will, if not already
established, establish a secure connection with and authen-
ticate itself to the ACS URL. Then, the VEReq message is
forwarded to the ACS URL. It that URL is not available, the
merchant plug-in should proceed to the next ACS URL value
(if available), and allow for up to a maximum of up to five
ACS URL’s to be searched. Of course, the number of URL’s
attempted is variable. If unsuccessful on all attempts, a
VERes message 1s returned to the merchant plug-in with
VERes-Status sel 1o “N” 10 indicate 1o the merchant that the
payment transaction cannot be processed using the account
aunthentication system.

[0093] After the VEReq message is received by ACS 114,
the ACS accepts the cardholder PAN from the VEReq
message and validates 1t against account holder file 118.
ACS 114 then formats 2 VERes message. In the case where
a successful match oceurs, the ACS sets the Status of PAN
Enrollment to “Y,” creates a single use proxy PAN, which
ACS 114 will internally associate with the PAN, and popu-
lates the URL field(s} in the VEReq message. In the case of
an unsuccessful match, the ACS sets the Status of PAN
Enrollment to “N.” Then, as shown by line 2a, the ACS
returns a2 VERes message back to the merchant plug-in
through directory server 128. For the case when a VEReq
message is transmitted directly to the ACS, the VERes
message is transmitted directly back to the merchant plug-in
as shown in line 25

[0094] Caching the data of directory server 128 within
MPI 134 can be facilitated by utilizing a CRReq and CRRes
message pair. The CRReq message is sent from the merchant
plug-in module to the directory server and requests the list
of participating card ranges, in order for the plug-in module
to update its cache. The CRRes message is the response
containing the participating ranges.

[0095] In some embodiments, the account authenticalion
system checks to see if the cardholder client device has
distributed authentication capabilities by using a Query-

CardholderReq and QueryCardholderRes message pair. The

merchant plug-in will format and send a query, the Query-
CardholderReq message, to cardholder client device 122 to
determine if a distributed account authentication cardholder
module is resident. Sending of the QueryCardholderReq
message is shown in FIG, 7 by line 3. It any distributed
authentication options are returned in the QueryCardhold-
erRes message, the merchant plug-in will communicate
directly with the cardholder client software to perform the
authenticated steps. Sending of the QueryCardholderRes
message is shown in FIG. 7 by line 4. Additionally, by using
the QueryCardholderReq and QueryCardholderRes mes-
sages, the VEReq and VERes messages described below
may be eliminated. Cardholder client software could be
deployed with issucr’s ACS URL embedded in the software.
The merchant plug-in will complete the QueryCardholder-
Req and QueryCardholderRes messages first. If cardholder
client software is detected, the PAReq message could be sent
to the ACS or the cardholder client software without having
to conduct the VEReq and VERes messages.

[0096] If the VERes-Siatus has a value not equal w0 “Y,”
then the merchant is notified that the payment transaction
cannol be processed using the account authenticalion sys-
tem. However, if the VERes-Status has a value of “Y,” then
MPI 134 will format a payer authentication request message
(PARcq). MPI 134 will send the PAReq message via the
cardholder clicnt device browser to the issuer’s ACS server,
as 1s shown by line 5.

[097] After the merchant plug-in passes the PAReq mes-
sage to the issuer’s ACS, the ASC displays a window to the
cardholder. The window displays the payment details con-
tained in the Payer Authentication Response (PARes) mes-
sage in addition to other items such as: a [ssuer’s logo, a
service organization mark or brand logo, merchant name,
merchant location (URL), total purchase amount and cur-
rency, purchase date, card number, installment/recurring
payment terms, order description or link to description,
special terms and conditions of sale or link to this informa-
tion, personal assurance message (PAM), and prompt for the
cardholder’s password or any other type of authenticating
token.

[098] The ACS will then prompt the cardholder to enter
the appropriate password. The ACS accepts the cardholder
input and validates it against account holder file 118. The
account authentication system will allow, for example, a
number of unsuccesstul attempts (e.g., three attempts) to
enter the correct password. Of course, the number of
attempts allowed can be varied. After the final unsuccesstul
attempt, the account authentication system may display a
hint question. The cardholder will need to enter the correct
hint question response. The hint question associated with the
cardholder is then displayed. The cardholder is provided at
least one attempt to enter the correct response. If the
cardholder provides an incorrect response, the merchant can
be notified that a transaction using the account authentica-
tion system cannot be completed. If the cardholder provides
the correct response, the transaction should be treated as if
the password was matched. Note that if there is more than
one entry for an account number, the various cardholder
names are displayed in a drop down window. The cardholder
can then select his or her name.

[(099] Upon matching of the password, the ACS generates
and digitally signs a PARes message. The ACS also gener-
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ates and sends a SaveReceipt message to the authentication
history server 130 and receipt manager 131, as is shown by
line 7. As shown by line 7a, the SaveReceipt message may
also be passed from authentication history server 130 to the
issuers authorization and settlement system 138 to allow the
issuer to match up the payment authorization request with
the payer authenticated transaction in real time. Sending the
SaveReceipt message to the issuer’s authorization and settle-
ment system 138 allows the issuer to determine simulta-
neously if the authorization request is for an authenticated
purchase. The ACS will then re-direct the signed PARes
message back to the merchant server plug-in, as is shown by
line 6.

[0100] Aficr the signed PARes message is transmitted
back to MPI 134, MPI 134 1s reactivated, If the authentica-
tion status is a *Y,” MPI 134 sends the PARes message to the
validation server 136. In the case that the validation server
functions are provided by MPI 134, MPI 134 validates the
PARes message signature and returns the result of the
signature validation. If the signature cannot be validated,
MPI 134 will notify the merchant that the transaction cannot
be processed using the account authentication system. If the
authentication status is a “N,” the merchant should send a
prompt to the cardholder asking for additional information,
request the cardholder to use a different payment card or
form of payment, or process the payment transaction as a
non-authenticated payment transaction.

[0101] In the casc that acquirer domain 106 contains a
validation server, the validation server 136 validates the
signature on the PARes message. Validation server 136 then
returns the result of the signature validation to MPI 134 If
the signature cannot be validated, merchant plug-in notifies
the merchant that the transaction cannot be processed using
the account authentication system. On the other hand, if the
signature is validated, the merchant proceeds with an
anthenticated payment authorization. The PARes message
may also be passed from the merchant to its acquirer
payment processor 140 as shown in line 6a. The PARes
message may then be passed from the acquirer through a
telecommunications network 142 to the issuer. Thus, the
payer authentication results are made available to the issuer
as part of the standard payment authorization process.

[0102] Now the security issues related to the various
channels of transmission will be discussed. As a base line, all
the channels of transmission are preferably encrypted using
128-bit SSL.. The channel between the cardholder and the
merchant includes two channels. The merchant should
secure the connection that is used when the cardholder
enters the payment information by using an SSL certificate
obtained from a service organization-approved certificate
authority. The merchant should also secure the connection
used to transport the PARes message from the cardholder to
the merchant plug-in by using an SSL certificate obtained
from a service organization-approved certificate authority.

[0103] The channel between the cardholder and the ACS
should be encrypted by the ACS by using an SSL certificate
obtained from a service organization-approved certificate
anthority. This channel is used for two purposes. First to
send the PAReq message from the merchant plug-in to the
ACS, and secondly to send the signed PARes message from
the ACS to the cardholder.

[0104] The channel between the cardholder and the enroll-
ment server should be encrypted by the enrollment server

using an SSL certificate obtained from a service organiza-
tion-approved certificate authority. This channel is used to
accept the cardholder enrollment information.

[0105] The channel between the merchant and the direc-
tory server, and between the directory server and the ACS
server should be secured through a service organization-
issued SSL encryption certificate in order to protect the PAN
data contained in the VEReq and VERes messages and the
ACS URL address contained in the VERes message.

[0106] The channel between the ACS to the cardholder
should be encrypted to protect the prompt for the cardhold-
er’s password and the cardholder entered password. This
channel should be protected with an SSL certificate obtained
from a service organization-approved certificate authority.

[0107] For most transactions the Payment Authentication
Request and Response messages include fields that include
but arc not limited to Message Version Number, Merchant
Identifier, Merchant Country Code, Order Number, Purchase
Date, Purchase Amount, Transaction Status, and Purchasc
Terms and Conditions. Also, the QueryCardholderRes Mes-
sage typically includes fields such as but not limited to
Message Version Number, Merchant Name, Order Number,
Purchase Date, Purchase Amount, Card Expiration Date, and
Transaction Stain. These messages can be in XML (Exten-
sible Markup Language) format.

[0108] In non-purchase authentication transactions, the
Payment Authentication Request, Payment Authentication
Response, and QueryCardholderRes messages can inchude
message extension fields. As is well known in the art,
message extension fields are data fields that define additional
elements with respect to the message to which the extension
is attached. These additional elements can be used to further
[acilitate specific transacilions, including non-payment (rans-
actions.

[0109] FIG. 8 illustrates an alternative view of a payment
transaction using the core account authentication systern.
FIG. 8 is simplified by representing a simplified view of the
transmitted messages. FIG. 8 will allow the reader to more
easily understand the following two mobile embodiments of
the invention. The two mobile embodiments that follow after
FIG. 8 involve the account holder’s use of Internet-com-
patible mobile devices and non-Internet compatible mobile
devices.

[0110] The account authentication systemn architecture in
FIG. 8 includes an issuer domain 102, an interoperability
domain 104, and an acquirer domain 106. Issuer domain 102
includes cardholder 122, ACS 114, and issuer 1610. Card-
holder 122 represents the human cardholder and the card-
holder client device, for example, a computer terminal or a
maobile phone. Issuer 1610 represents and card-issuing bank
that is capable of issuing a payment card to the cardholder.
Interoperability domain 104 includes a Visa directory 1612,
which in this case is a directory that is controlled by Visa, an
authentication history server 130, and Visanet 1616.
Acquirer domain 106 includes a merchant 132, a merchant
plug-in software module (MPI) 134, and the acquiring bank
1622.

[0111] The payment transaction of FIG. 8 is described
through the directional arrows that are numbered 1-12. The
payment transaction begins at step 1 when a shopper
browses at a merchant website, adds items that he or she
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wishes to purchase to a shopping cart, and then finalizes the
purchasc, At this point, merchant 132 has the necessary data,
which includes the primary account number (PAN), expira-
tion date, and address information, to proceed with the
payment transaction. The PAN should be provided to mer-
chant 132 during the checkoul process either by cardholder
input or through a wallet function. The expiration date
should be no earlier than the current month.

[0112] At step 2, MPI 134 sends the cardholder’s primary
account number (and user device information, if applicable)
to Visa directory 1612 to check if the cardholder PAN is
enrolled with the account authentication system. This pro-
cess oceurs after the final “buy” click confirmation from the
cardholder during the merchant checkout process. After the
“buy” click is made, the merchant’s software invokes the
Merchant Server Plug-in (MPI) 134 to format a Verfy
Earollment Request (VEReq) message. MPT 134 determines
if it currently has a secure connection with Visa directory
server 1612, If a secure connection has not been established,
MPI 134 establishes an SSL connection with Visa directory
server 134. If the Visa directory server configuration indi-
cates that merchant 132 has been issued an SSL client
certificate, Visa directory server 1612 will require merchant
132 to present the SSL client certificate during the estab-
lishment of the SSL session. After the secure connection has
been established, MPI 134 posts the VEReq message to Visa
directory server 1612, It is noted that in various embodi-
ments, the “buy” click confirmation can be completed using
various purchase order confirmation processes.

[0113] At step 3, if Visa directory server 1612 determines
that the PAN is in a participating card range, then Visa
directory server 1612 queries an appropriate ACS, such as
ACS 114, to determine whether authentication {or proof of
authentication attempt} is available for the PAN. This pro-
cess occurs after Visa directory server 1612 receives the
VEReq message from MPI 134,

[0114] Inorder for Visa directory server 1612 to verify that
the PAN is in a participating card range, Visa directory
server 1612 validates the syntax of the VEReq message and
returns an Error if validation fails. Visa directory server
1612 validates the VEReq message data to ensure that
certain requirements are met. First, the Acquirer BIN should
represent a participating acquirer. Secondly, the Merchant
ID should represent a participating merchant of the Acquirer
identified by Acquirer BIN. Thirdly, if the Visa region of the
Acquirer requires a merchant password for the account
authentication service, then a value for Password should
have been received and the password should be valid for the
combination of Acquirer BIN and Merchant ID. If any of
these requirements are not met, then Visa directory server
1612 formats a Verify Enrollment Response (VERes) that
includes a PAN Authentication Available set to “N” and an
Invalid Request message. Note that this VERes does not
contain the data ficlds of Account Identifier, ACS URL and
Payment Protocols. After Visa directory server 1612 returns
the VERes message to MPI 134, the payment transaction can
proceed in a variely of manners. For instance, the payment
transaction can come to a complete end, the payment trans-
action can proceed as a non-authenticated (ransaction, or the
cardholder can attempt to use a different account number.
These various manners will be described below in more
detail.

[0115] Visa directory server 1612 scarches for a record
specifying a card range that includes the Cardholder PAN
that was reccived in the VEReq message. If the Cardholder
PAN is not found, then Visa directory server 1612 formats
a Verify Enrollment Response (VERes) message that
includes a PAN Authentication Available set to “N” and does
not include the data fields of Account Identifier, ACS URL,
Payment Protocols, and Invalid Request. Then Visa direc-
tory server 1612 returns the VERes message to MPI 134 and
the account authentication again comes to a possible stop-
ping point as will be described below.

[0116] Assuming the Cardholder PAN is found in Visa
directory server 1612, Visa directory server 1612 determines
whether il currently has a secure connection with an appro-
priate ACS. Visa directory server 1612 establishes an SSL
connection with the ACS if a secure connection bad oot
already been established. The SSL client certificate of Visa
dircetory scrver 1612 and the server certificate of the ACS
should be presented and validated during establishment of
the SSL session. If the first URL atternpted is not available,
each successive URL value (if provided) will be attempted.
Visa directory server 1612 can attempt to connect to up to
four alternate URLs that are optionally configured for each
ACS. If Visa directory server 1612 cannot connect with a
URL on ¢ach of its attempts, Visa directory server 1612
formats a Verify Enrollment Response (VERes) message
that includes PAN Authentication Available set to “N” but
does not include the data fields of Account Identifier, ACS
URL, Payment Protocols, or Invalid Request. Then Visa
directory server 1612 returns the VERes message to MPI
134 and brings the account authentication process to a
possible stopping point,

[0117] After a successful connection with a URL is made,
Visa directory server 16012 removes ihe Password field [rom
the VEReq message and forwards the message to the ACS
URL.

[0118] Atstep 4, ACS 114 determines if authentication for
the PAN is available and then indicates to Visa directory
server 1612 the determination. This process occurs after the
ACS receives the VEReq message via Visa directory server
1612. ACS 114 validates the syntax of the VEReq and
returns an Error it validation fails. Note that when it is not
possible to authenticate a payment transaction, it is some-
times possible to provide a proof of authentication attempt
instead. ACS 114 uses the Cardholder PAN from the VEReq
message and queries an Account Holder database located
within ACS 114 to determine whether the cardholder is
enrolled. If the PAN is not found, ACS 114 formats a Verify
Enrollment Response {(VERes) message including a PAN
Authentication Available set to “N™ and does not include the
data ficlds of Account Identifier, ACS URL, Payment Pro-
tocols, and Invalid Request.

[0119] If Device Category is present, then ACS 114 cannot
process transactions sent by the device category indicated.
Alternatively, if ACS 114 does not recognize the device
category value, the ACS formats a Verify Enrollment
Response (VERes) message that includes a PAN Authenti-
cation Awailable set to U™ and does not include the data
fields of Account Identifier, ACS URL, Payment Protocols,
and Invalid Request.

[0120] If either Accept Ileaders or User Agent is present,
then ACS 114 cannot process transactions sent by the
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cardholder device or the user agent indicated by the values
of those elements. ACS 114 formats a VERes message that
includes a PAN Authentication Available set to *“U™ and that
does not include an Account Identifier, ACS URL, Payment
Protocols, or Invalid Request. ACS 114 formats a Verify
Enrollment Response (VERes) message thatincludes a PAN
Authentication Available set to “Y” and an Account Identi-
fier that the ACS internally associates with the PAN (note
that this identifier may not be the PAN or any string usetul
to the ACS), the ACS URI. to be used to transmit the PAReq
message, and certain Payment Protocols. No Invalid Request
is included in the VERes message.

[0121] ACS 114 then sends the VERes message to Visa
directory server 1612,

[0122] At step 5, Visa directory server 1612 forwards the
decision of ACS 114 to MPI 134. From the point of view of
Visa directory server 1612, this process accurs after Visa
directory server 1612 forwards the VEReq message to the
ACS URL. From the point of view of ACS 114, this process
occurs after ACS 114 sends the VERes message 1o Visa
directory server 1612.

[0123] Visa directory server 1612 reads the VERes mes-
sage, which contains the corresponding VERes or Error.
Visa directory server 1612 validates the syntax of the VERes
message and returns an Error to ACS 114 if validation fails.
If the message received trom the ACS is syntactically
correct, Visa directory server 1612 forwards the VERes or
Error to MPI 134, If the message received from ACS is not
syntactically correct, Visa directory sever 1612 formats a
Verify Enrollment Response (VERes) message that includes
a PAN Authentication Available set to “N™ and that does not
include Account Identifier, ACS URL, Payment Protocols,
or Invalid Request. Visa directory server 1612 returns the
VERes message to MPI 132 and possibly stops the account
authentication process. From the point of view of MPI 134,
this process oceurs immediately after MPL 134 posts the
VEReq message to Visa directory server 1612. From the
point of view of Visa directory server 1612, it occurs
immediately after the Visa directory server forwards the
VERes message to the MPI. MPI 134 reads the response,
which contains the corresponding VERes or Ermror. If an
Error message is received, the account authentication pro-
cess possibly stops.

[0124] At the points at which the account authentication
possibly comes to an end tor the various reasons mentioned
above, the merchant could proceed with a normal payment
authorization using the available information from the
checkout process. In this case, the merchant payment system
must process the transaction as an unauthenticated electronic
commerce transaction, which is out-of scope to this docu-
ment. Noie that the Electronic Commerce Indicator must be
set to a value corresponding to the authentication results and
the characteristics of the checkout process. If the merchant
is unable to process an authenticated transaction using the
account selected by the cardholder during the checkout
process, the merchant can either abandon the transaction or
give the customer the option of selecting an alternate
account. It an alternate account is sclected, the authentica-
tion process must be repeated.

[0125] In an alternative embodiment, the need to query the
Visa directory server to verify an account holder’s partici-
pation in the account authentication system for each pay-

ment transaction (steps 2-5) can be avoided by copying the
contents of the Visa directory server into a local cache
memory device at merchant 132 If this capability is used,
merchant 132 can determine immediately from the cache if
the account is part of an enrolled range. This alternative
technique of using a local cache at merchant 132 begin with
MPI 134 formatting a Card Range Request (CRReq) mes-
sage and sending it to Visa directory server 1612. If this is
the first time the cache is being loaded (or if the cache has
been flushed and needs to be reloaded), a Serial Number
element is not included in CRReq, which will result in Visa
directory derver 1612 returning the entire list of participat-
ing card ranges. Otherwise, MPI 134 should include the
Serial Number from the most recently processed CRRes,
which will result in the Visa directory server only returning
the changes since the previous CRRes. A serial number is a
value that defines the current state of a card range database
at Visa directory server 1612, Visa directory server 1612
provides the serial number to MPI 134, The specific value is
only meaningful to the specific Visa directory server that
refurns it.

[0126] Visa directory secver 1612 validates the syntax of
CRReq and returns an Error if validation fails. Visa directory
server 1612 formats a Card Range Response (CRRes) con-
taining the participating ranges and sends it to MPI 134, Visa
directory server 1612 includes a serial number in the
response. MPI 134 should retain this value to be included
with the next day’s CRReq message. MPI 134 validates the
syntax of the CRRes and should send an Ermror to Visa
directory server 1612 if validation fails. MPI 134 updates its
local cache. The list must be processed in the order returned
with ranges being added or deleted as indicated by the
Action element. Note, that if CRRes indicates an error
condition regarding the Serial Number, the MPI should clear
its cache and submit the CRReq without a Serial Number.

[0127] When authentication is available [or the cardbold-
er's PAN, MPI 134 sends a Payer Authentication Request
(PAReq) message 10 ACS 114 via cardholder client device al
122, Step 6 represents the PAReq message being sent to
cardholder client device 122, This process occurs immedi-
ately after MPI 134 receives the VERes message from Visa
dircctory scrver 1612. MPI 134 validates the syntax of the
VERes and should send an Error to Visa directory server if
validation fails. MPI 134 formats a Payer Authentication
Request message (PAReq) that includes the Account [den-
tifier received in VERes. MPI 134 detlates and Base64-
encodes the PAReq message. The result is referred to as
PaReq (note the case difference).

[0128] MPI 134 constructs a form containing the follow-
ing fields: PaReq (note case), TermUrl, which 1s the mer-
chant URL to which the final reply should be posted, and the
MD (*Merchant Data™) field. The MD ficld contains mer-
<hant state data that should be returned to the merchant. This
field is used to accommodate the different ways merchant
systems handle session state. If the merchant system can
associate the final post with the original shopping session
without any further assistance, the MD field may be empty.
Il the merchant system does nol mainlain stale lor a given
shopping session, the MD can carry whatever data the
merchant needs (o contlinue the session. Since the conlent of
this field varies by merchant implementation, the ACS must
preserve it unchanged and without assumptions about its
content. This field must contain only ASCII characters in the
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range 0x20 to Ox7E; if other data is needed, the field must
be BaseO4 encoded. The size of the field (after Base64
encoding, it applicable} is limited to 1024 bytes. It MD
includes confidential data (such as the PAN), it should be
encrypted.

[0129] MPI 134 passes the PAReq through the cardholder
browser 10 the ACS URL received in the VERes, by causing
the cardholder browser to POST the form to the ACS. This
is typically accomplished by using JavaScript. All connec-
tions are HTTPS to accommodate the cardholder browser.

[0130] Step 7 represents the Payer Authentication Request
message being sent to ACS 114 from cardholder client
device 122. This process oceurs after ACS 114 receives the
post including the PAReq from MPI 134, The following
description applies to the case where cardholder authenti-
cation 1s performed using a password. Other methods, such
as those that rely on applications on a chip card, may be
used. The ACS Base64-decodes and inflates the PaReq field
to obtain the PAReq (note the case difference). ACS 114
validates the syntax of the PAReq and returns an Error if
valhidation fails. ACS 114 validates the PAReq data, ensuring
that each of the following is true: 1) that ACS 114 is able to
link the PAReq with a VERes in which the value of PAN
Authentication Available was “Y”; 2) that the validation can
take place through whatever mechanism ACS 114 chooses,
such as by comparing the Account Identifier supplied in the
two messages or by correlating the URL to which the
message was posted to a customized ACS URL supplied in
VERes; 3) that the Merchant Country Code is a valid ISO
3166 Country Code, 4) that the Purchase Currency is a valid
[SO 4217 numeric currency code; and that 5) the Purchase
Amount equals Display Amount. If any of these tests fails,
then ACS 114 formats a Payer Authentication Response
(PARes) message with Transaction Status set to “N” and an
Invalid Request.

[0131] In step 8, ACS awthenticates the cardholder using
processes applicable to PAN. These processes include tech-
niques such as but not limited to requesting a password or
PIN that was previously established between issue 1610 and
cardholder 122 and presenting a data challenge to the
cardholder. A data challenge for instance, can involve ACS
114 requesting that cardholder client device 122 provide a
specific data response that would authenticate the identity of
cardholder or cardholder client device 122. In one scenario,
an ACS 114 can request that a client cardholder device create
a specific cryptogram that would authenticate cardholder
122, Alternatively, ACS 114 can produce a proof of authen-
tication attempt. ACS 114 then formats a Payer Authentica-
tion Response (PARes) message with appropriate values and
then applies a digital signature to the response message.
ACS 114 wvalidates the password, data response, or crypto-
gram against the account holder database located within the
ACS,

[0132] At step 9, ACS 114 retums the Payer Authentica-
tion Response message 1o cardholder client device 122, At
this point in time, ACS 114 can also send selected data to
authentication history server 130. In order (o return the
PARes message, ACS 114 deflates and Basc64-encodes the
PARes message, the resull of which is referred 10 as PaRes
(note case difference). ACS 114 constructs a form containing,
a PaRes and an MD field. ACS 114 passes the signed PARes
through the cardholder’s browser to the merchant’s URL

(TermUrl in the post from the MPI) by causing the card-
holder browser to POST the form to the MPL. In the process,
the popup is closed and contral is returned to the merchant’s
browser window. This is typically accomplished by using
JavaScript. Also, ACS 114 formats a Payer Authentication
Transaction (PATransReq) message that is sent to authenti-
cation history server 134,

[0133] At step 10, cardholder client device routes the
Payer Authentication Response message to MPI 134, This
process occurs after the Merchant Server Plug-in posts the
PAReq to the ACS. MPI 134 reads the response, which
contains the PaRes field (note the case difference). The MPI
Based4-decodes and inflates the PaRes field to obtain the
PARes or Error. MPI 134 validates the syntax of the PARes
and should send an Emor to the ACS (via the ACS URL
received in the VERes) if validation fails.

[0134]) At step 11, MPI 134 validates the digital signatore
placed on the Payer Authentication Response message by
ACS 114, Validation of the digital signature can be per-
formed by ACS 114 itself or by passing the Payer Authen-
tication Response message to a separate validation server.
The Validation Process validates the PARes signature using
the Visa Root Certificate. If this is implemented using a
separate Validation Server then MPI 134 sends the PARes to
the Validation Process, the validation process validates the
signature on the PARes using the Visa Root Certificate, and
the validation process returns the cesult of signature valida-
tion to the MPL

[0135] At step 12, merchant 132 proceeds with an autho-
rization exchange with acquirer 1622,

[0136] Mobile Implementation: Internet Devices

[0137] This section deseribes the protocol  changes
required to support Internet-capable mobile devices within
the account authentication system of the present invention.
The design is intended to allow a mobile-enabled device to
also support standard PC-based implementations and (o
¢o-exist and interoperate with standard account authentica-
tion implementations. The Internet-capable mobile devices
include devices such as but not limited to wireless applica-
tion protocol enabled phones, otherwise known as WAP
phones.

[0138] Typically, account authentication for mobile Inter-
net devices will use password-based authentication. How-
ever, other manners of authentication are also available. In
a WAP environment, the connection between the mobile
Internet device and the ACS and the connection between the
device and the WAP Gateway can be secured by various
security protocols, one of which 1s Wireless Transport Layer
Security (WTLS). The connection between the gateway and
the ACS can also be secured by various protocols, for
example, with Secure Sockets Layer (SSL)Y or Transport
Layer Security (TLS). This means that a password is
encrypted on cach side of the connection, but is (briefly) in
the clear at the gateway. Gateways are usually implemented
s0 that this translation occurs in a highly secure environ-
menl, which ensures that neither internal stall nor external
intruders have access to secret information. Depending on
the implementation chosen by the ACS (based on ils cost vs.
risk evaluation), the gateway may be implemented by the
customer’s wireless operator, or may be co-located with the

ACS.
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[0139] The account authentication system can be config-
ured to run on standard browser platforms, however, future
embodiments envision capabilities to run on various plat-
forms.

[0140] Mobile Internet devices such as WAP phones
present a challenge in that they provide a more limited
computing and network environment. This constrains the
account authentication protocol and dictates a slightly dif-
ferent user experience. Also, mobile Internet devices gen-
erally have a lower speed Internet connection than standard
PCs, often 14,400 baud or lower. In addition, many gate-
ways and mobile user agents have limits on the total amount
of data they can handle per message. While there is no
consistent standard to these limits—and they are expected to
continue increasing—current limits typically fall in the
range of 800 to 120N} bytes. Message size is therefore an
important issue for the messages that must low through the
user agent or cardholder. Typically, the Payer Authentication
Request (PAReq) and Payer Authentication Response
(PARes) messages are very large and (herelore diflicull 1o
transmit through most mobile Internet device browsers. The
user experience is typically dillerent in thal the user interface
and the display window are designed (o a smaller scale and
miniaturized to fit handheld devices.

[0141] With these obstacles in mind, several modifications
to the account authentication process need to be made to
incorporate mobile Internet devices into the account authen-
tication system. These modifications focus on reducing the
size of the PAReq and PARes messages by creating con-
densed versions of the messages called CPRQ and CPRS,
respectively. One modification involves reducing the tag
sizes for each of the messages. For instance, each of the
headers and footers for each of the data ficlds cumulatively
account for a large amount of data and therefore can be
condensed to smaller versions.

[0142] In one embodiment, the PAReq and PARes mes-
sages arc defined as XML messages, malking them casily
readable and casily extended. XML messages are made up
of multiple elements that have identifying name tags. The
tag names, however, make up a significant portion of each
message. An aggravating factor is that each tag name
appears twice, with brackets. A tag name of n characters
adds a total of 2n+5 characters to the message. Therefore, for
mobile Internst implementations of the account authentica-
tion system, the PAReq and PARes messages are replaced
by: Condensed Payer Authentication Request (CPRQ) and
Condensed Payer Authentication Response (CPRS). CPRO
and CPRS messages use tag names that are no more than two
characters each, as compared to PAReq and PARes messages
that use tag names that are up to 14 characters long.

[0143] A second modification involves ¢xcluding data in
the PAReq and PARes messages that is not required for the
authentication process. Also, data that can be recovered by
the MPL, or from other information, need not be transmitted
in the PARes because such data can be retrieved when
needed. In one embodiment, data ficld exclusion is per-
[uormed according (o the [ollowing rules: 1) fields (hal are nol
required for the authentication of a payment transaction arc
excluded from PAReq 1o create CPRQ; and 2) all data
elements that can be retrieved from the memory within the
Merchant Server Plug-in (MPI) or from other information
sources are excluded from the PARes to create CPRS.

[0144] Another modification involves selectively reducing
the size of the data ficlds themselves. Both the merchant
system and the ACS should minimize the amount of data
included in ficlds of the CPR(Q and CPRS where the contenis
are discretionary. This particularly applies to Merchant URL
in the CPRQ and Vendor Code in the CPRS.

[0145] Yet another modifiction involves sending selected
data directly from the Issuer to the MPI through the Internet.
For instance, the digital certificate of the ACS can be sent
through the VERes message during the process of verifying
that the cardholder PAN can be authenticated using the
authentication protocol. In this way, the digital certificate
need not be passed through the CPRS message, which is
transmitted through cardholder’s mobile Internet device.
The digital certificate can be placed in the extension field of
the VERes message. In onc embodiment, a specific element
of the digital signature is sent through the VERes—the
Keylnfo element. The Keylnfo element of the digital sig-
nature contains the Issuer signing certificate chain, which is
a static element that does not vary for each transaction.
Therefore, the Keylnfo element need not be sent as part of
the CPRS. Instead, it is sent to the MPI within the VERes
message. The MPI retains this data for subsequent use in
reconstructing the PARes signature.

[0146] These methods are illustrated turther in the follow-
ing description of a payment transaction in FIG. 9.

[0147] FIG. % illustrates an account authentication proto-
col superimposed over a system architecture for a mobile
Internet device implementation of the present invention. The
account authentication system architecture in FIG. 9
includes an 1ssuer domain 102, an interoperability domain
104, and an acquirer domain 106. Issuer domain 102
includes cardholder 122, access control server (AUS) 114,
and issuer 1610. Cardholder 122 represents the human
cardholder and the cardholder client device, for example, a
computer terminal. Cardholder 122 is connected to the
outside entities, such as ACS 114 and the merchant, through
a WAP Gateway 1707. Issucr 1610 represents and card-
issuing bank that is capable of issuing a payment card to the
cardholder. Interoperability domain 104 includes a Visa
directory 1612, which in this case is a directory that is
controlled by Visa, an authentication history server 130, and
Visanel 1616. Acquirer domain 106 includes a merchant
132, a merchant plug-in software module (MPI) 134, and the
acquiring bank 1622,

[ 48] The payment transaction of FIG. % is described
through the directional arrows that are numbered 1-11. The
payment transaction begins at step 1 when account holder or
cardholder shops and conducts any necessary dialogue with
merchant 132 to determine the items to be purchased, and
provides any necessary information in order to finalize
purchase.

[0149] At step 2 MPI 134 sends a VEReq message to Visa
directory server 1612, The VEReq message includes the
account holder’s primary account number (PAN), channel,
and user device inlformation o Visa direclory server 1612,
MPI 134 sends the user device information so that the ACS
can determine il it is able 1o receive and send the condensed
messages required for mobile Internet devices. Specifically,
the BrowserdeviceCategory field is set to 1 for mobile
Internet devices.
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[0150] At step 3, if the PAN is in a participating card
range, Visa directory server 1612 queries an appropriate
ACS to determine whether authentication is available for the
specific PAN.

[0151] At step 4 ACS 114 responds to Visa directory
server 1612 with a VERes message that indicates if the PAN
is enrolled in the account authentication service and whether
authentication can be performed based on the type of device
that cardholder 1616 is using and the channel information.
As described above, 1f authentication can be performed, an
issuer digital certificate is included in a message extension
field of the VERes message. An key for decrypting an
encrypted message can also be included within the message
extension field. This key (¢.g., the Keylnfo element) can be
used to unlock the PARes signature.

[0152] At step 5 Visa directory server 1612 forwards the
ACS response to MPI 134,

[0153] At step 6 MPI 134 does not create a PAReq
message, but instead creates a Condensed Payer Authenti-
cation Request (CPRQ) message and then sends the CPRQ
t0 ACS 114 via cardholder’s 122 device. See FIG. 10, which
shows a table that includes the data ficlds that make up the
Condensed Payer Authentication Request message accord-
ing to one embodiment. As described above, in some
embodiments, CPRQ only includes data [ields thal are
required for the account authentication process.

[0154] An Order Description field is normally included in
the PAReq to provide the ACS with additional data about the
requested order that can be displayed to the cardholder
during the authentication. This field is omitted from the
CPRQ because it tends to include a long data string and
mobile Internet devices usually have limited ability to
display large amounts of text. Also, the Order Description
filed is not required for authentication.

[0155] The Recumring Frequency (1) and Recurring
Lxpiry (cr) data fickds are optional, however, if onc of thesc
elements is included, both must be included. The Merchant
URL ficld is optional in thc Mobile Internet Device imple-
mentation. Merchants can minimize the size of the Merchant
URL in order to facilitate transmissicn of the CPRQ.
Although the Merchant URL is optional in this protocol
extension, it is still required in the message sent to the
authentication history server. If this data is not received in
the CPR(), the ACS should attempt to fill the Merchant URL
field in the PATransReq with the contents of the
HTTP_REFERER header. If the browser does not provide
that header, then Merchant URL must be included in
PATransReq as an empty field.

[0156] In some embodiments, MPI 134 creates a com-
pressed and modified version of CPRQ. Une compression
algorithm that can be used is the DEFLATE algorithm. The
CPRQ message can be modified by encoding it in Base64 so
that web browsers can more casily handle the message. The
DEFLATE algorithm is described in RFC1951 and the
resulting data stream shall be represented in the ZLIB
compressed data [ormal, as specilied by RFC1950. The
resulting data stream is also Basc64-encoded. Therefore, in
one embodiment, MPI 1M can dellale and BaseG4-encode
the CPRO) message to create a C64Q message. MPI 134 also
constructs a form containing three hidden fields: the C64¢)

(or the CPRQ), the TermURL, and the MD. MPI then

redirects the user to the ACS (for example, using a standard
WMLScnpt such as On Enter Forward or On Timer For-
ward). Then MPI 134 sends the form including the C64Q (or
CPRQ) to ACS 114.

[0157] Atstep 7 ACS 114 receives the CPRQ or the C640Q)
message. Note that a full Payment Authentication Request
Message is not recreated at ACS 114. At step 8 ACS 114
authenticates cardholder 122 using processes applicable to
PAN and channel, formats the PARes message with appro-
priale values and 1then signs il as described previously.

[0158] At step 8, ACS 114 performs the identity authen-
tication process.

[0159] Then ACS 114 first constructs a complete PARes,
and then secondly constructs the CPRS. ACS 114 creates the
Condensed Payer Authentication Response (CPRS) message
based upon the values of the PARes message. See FIG. 11,
which shows a table that includes the data fields that make
up the Condensed Payer Authentication Response message
according to one embodiment. In some embodiments, ACS
114 deflates and Base64-encodes the CPRS to create a C64S
message. ACS 114 also construets a form containing two
hidden ticlds: C64S (or CPRS) and the MD ficld that was
received in the CPRQ message. ACS 114 then redirects the
user to the TermURL (for example, using a standard WML-
Script such as On Enter Forward or On Timer Forward).

[016¢] With the exception of the clements that are pur-
posely excluded from CPRQ, any element that is included in
the PARes should also be included in the CPRS, with the tag
changed and no change to the contents. For example, if an
optional field is included as an empty element in the PARes,
it should also be included as an empty element with the
modified tag in CPRS. The fields listed below are defined in
the PARes but are excluded in the CPRS. These excluded
fields include:

Field Name DTD Element
Acquirer BIN Merchant.acqBIN
Merchant [D Merchant. merlD

Purchase Date & Time
Furchase Amount
Purchase Currency
Currency Exponent

Purchase.date

Furchase purchAmount
Purchase.currency
Purchase.exponent

[0161] Note that although these ficlds are not included in
the CPRS, they are available to the memory of the MPIL. The
MPI included all ot the CPRS fields in the CPR(} and so the
MPI has this data available to use in reconstructing the
PARes.

[0162] At step 9 ACS 114 returns CPRS or C64S and the
form to MPI 114 via cardholder’s 122 device. At the same
time, ACS 114 sends data including a full version of the
PARes to authentication history server 1300 A complete
PARes is seat to the authentication history server so that all
the fields are available for dispute resolution and reporting.

[0163] At step 10 MPI 132 receives CPRS, retrieves data
fields from the memory of MPI 134 in order to reconstruct
a full PARes, validates its signature, then processes the
remaining fickls,

[0164] MPI 132 performs the following steps to recon-
struct a PARes message from a CPRS message. MPI 132
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retrieves from its own records the data fields that were
excluded from the CPRS message. To ensure that the PARes
created by the ACS exactly matches the one reconstructed
by the MPI, the contents of the PARes elements that are
excluded from the CPRS should be exactly as in the PAReq.

[0165] MPI 132 performs certain steps to validate the ACS
signature. First it is noted that the PARes is a signed
message, while the CPRS is not. Instead, the CPRS contains
a SignatureValue element from the PARes digital signature,
and omits the two other elements of this digital signature,
SignedInfo and KeyInfo. To validate SignatureValue, the
MPI reconstructs the PARes, using: 1) data provided in the
CPRS; 2) retrieved data that was sent in the CPRQ; and 3)
the KeyInfo element (which includes the Issuer signing
certificate chain) retrieved from the VERes.

[0166] At step 11, merchant 132 proceeds with authoriza-
tiom exchange with its Acquirer.

[0167] As described carlier, the MD ficld includes infor-
mation that describes the particular transaction or shopping
session. The MD field accompanies the authentication
request and response messages so that the merchant can
associate the authentication response message with the origi-
nal shopping session and restore state. The MD field sent
with the CPRO and subsequently returned with the CPRS
should be kepl as short as possible. Prelerably, (hat this lield
should be empty so that another field such as Transaction
Ideniilier can be used for slale management.

[0168] Mobile Implementation: Non-Internet Capable
Devices

[0169] The account authentication protocol of the present
invention has been described so far as to focus upon “Inter-
nel shopping,” where the cardholder is shopping using an
Internet-cnabled device, and the authentication takes place
over the Internet. In the previous section, the protocol is
described in an implementation where Internet-capable
mobile Internect devices (in particular, WAD phones} arc uscd
to support the Internet shopping. However, both shopping
and authentication can be performed using mobile phones
with more limited capabilities. For example, devices that use
two-way messaging under Short Message Service (SMS) or
Unstructured Supplementary Services Data (USSD) can also
be used with the present invention. Also, devices that used
the standard voice channel, particular using an Interactive
Voice Response (IVR) system, can also be used. In some
embodiments, both the messaging channel and the voice
channel can be simultaneously or interchangeably utilized
during different phases of the authentication process. This
section specifies the protocol changes required to support the
use of SMS, USSD, or voice/IVR for shopping and authen-
tication within the account authentication protocol of the
present invention.

[0170] The account authentication protocol normally runs
by sending HTML or WML based messages between the
ACS and the MPI through the cardholder’s device. These
actions are accomplished by embedding the Payer Authen-
ticalion Request and Response within HTML or WML
forms, which are then exchanged by redirection of the
cardholder’s device browser. As a recap, these basic sleps
are recounted here: 1) the Merchant Server Plug-in (MPI)
sends a request for payer authentication (PAReq) to the
[ssuer's ACS and receives a response (PARes), note that

both of these messages are routed through the cardholder’s
device; 2) The cardholder and ACS can be connected to each
other, thereby establishing a channel through which the ACS
can conduct an authentication dialog with the cardholder;
and 3) The cardholder can be reconnected to the merchant in
order to complete the payment processing.

[0171] However, when the cardholder is using an access
device that does not have Internet capability, and in particu-
lar does not use a Web browser, alternative mechanisms
should be used to transfer the Payer Authentication Request
and Response between the MPI and ACS, and to conduct the
authentication dialog between the ACS and the cardholder.

[172] These alternative mechanisms for incorporating the
use of voice and messaging devices involve include the
following. First, the MPI and ACS e¢xchanging the Payer
Authentication Request and Response messages (PAReq/
PARes) directly over the Internet, rather than routing them
through the cardholder’s device. In one embodiment, to
transmit PAReq and PARes directly between the MPI and
ACS, the MPI constructs the HTML form containing the
Payer Authentication Request (PAReq) and POSTs the form
directly to the ACS. Then ACS constructs the form contain-
ing the response (PARes), and POSTs the form back to the
MPI. Note that the MPI may have to wait a period of time
to receive the PARes from the ACS. This is particularly the
case when authentication is pertormed via SMS, which has
inherent latency. In this implementation, SMS, USSD or
IVR systems are utilized between the cardholder and the
ACS and between the cardholder and the MPI, while the
remaining transmissions are conducted over the Internet.
And secondly, modifications to the PAReq, PARes, VEReq,
and VERes messages are made.

[173] FIG. 12 describes an exemplary pavment transac-
tion in which voice and messaging devices are utilized. After
discussion of FIG. 12, turther details regarding the modi-
fications of the PAReq, PARes, VEReq, and VERes mes-
sages will be discussed.

[0174] FIG. 12 illustrates one view of a payment trans-
action superimposed over an account authentication system
architecture in which non-Internet capable devices are incor-
porated. The account authcntication system architecturc in
FIG. 12 includes an issuer domain 102, an interoperability
domain 104, and an acquirer domain 106. Issuer domain 102
includes cardholder 122, ACS 114, and issuer 1610. Card-
holder 122 represents the human cardholder and the card-
holder client device, for example, a computer terminal.
Issuer 1610 represents and card-issuing bank that is capable
of issuing a payment card to the cardholder. Interoperability
domain 104 includes a Visa directory 1612, which in this
case 18 a directory that is controlled by Visa, an authentica-
tion history server 130, and Visanet 1616. Acquirer domain
106 includes a merchant 132, a merchant plug-in software
module (MPI)} 134, and the acquiring bank 1622,

[0175] At step 1 cardholder 122 establishes a voice or
messaging channel with merchant 132, Then cardholder 122
can shop for products or services provided by merchant 132
by conducting a dialog with merchant 132 10 determine the
items to be purchased and providing the information
required in order o finalize a purchase. Examples of such
shopping excursions include ticketing and replenishment of
prepaid airtime accounts. In one embodiment, the connec-
tion between cardholder 122 and merchant 132 is a two-way
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messaging channel. When shopping is conducted via two-
way messaging, the cardholder does not have any permanent
session established with the merchant. The cardholder’s
device, e.g., a phone, is available to receive other messages.
Short messages may be used even when the phone is also in
use for a voice call. This means that, after receiving the
Payer Authentication Request (PAReq) from the MPI, the
ACS may immediately initiate an authentication dialog with
the cardholder over SMS, USSD, or voice.

[0L76] In another embodiment, the connection between
cardholder 122 and merchant 132 is a voice channel. For
example, a customer may dial an interactive voice response
umt {IVR) to initiate the replenishment of a pre-paid
account. Il the Issuer ACS plans 0 use (he messaging
channel for authentication, there will be no conflict with the
merchant’s use of the voice channel. Mobile phones will
allow the Issuer to communicate with the cardholder using
messaging while the voice call with the merchant is main-
tained. However, the ACS cannot use the voice channel for
aunthentication unless the merchant cnds the call with the
cardholder before sending the PAReq. Thus, if the ACS
plans to use the voice channel, it must determine that either:
1) shopping is occurring on the messaging channel, or 2) the
MPI has indicated in the VEReq that the merchant is willing
to end the call if the ACS needs the voice channel. If the
ACS does not plan to use the voice channel and the ACS
cannot conduet the authentication dialog using the messag-
ing channel, it must indicate in the VERes that authentica-
tion is not available,

[0L77] At step 2 MPI L34 sends a VEReq message to Visa
directory server 1612, The VEReq message includes the
cardholder’s primary account number (PAN), channel, and
user device information to Visa directory server 1612. In this
process, VEReq and VERes conlain information used to
confirm the protocol to be used by the cardholder’s device.

[0178] At step 3, if the PAN is in a participating card
range, Visa directory server 1612 queries an appropriate
ACS to determine whether authentication is available for the
PAN.

[0179] At step 4 ACS responds to Visa directory server
indicating whether the PAN is enrolled in the account
authentication system and whether authentication can be
performed based on cardholder’s device and channel infor-
mation.

[018C¢] At step § Visa directory server forwards ACS
response (or its own) to MPI 134, If cardholder 122 is not
enrolled in the account authentication system or if authen-
tication is otherwise unavailable, the merchant, acquirer, or
payment processor submits a ftraditional authorization
request and processing ends.

[0181] At step 6, MPI creates the Payer Authentication
Request (PAReq) and sends it directly to ACS through the
Internet. Again, note that PAReq is not sent to the ACS via
cardholder 122. The MPI acts as a client to establish a secure
connection to the appropriate ACS URL. At step 7 ACS
receives the Payer Authentication Request.

[0182] At step 8, ACS authenticates cardholder 122 using
processes applicable 1o the PAN and the channel type, then
formats the PARes message with appropriate values and
digitally signs it. To do this, ACS needs to establish con-
nection with cardholder after receiving PAReq from MPI

Specifically, ACS needs the phone number of cardholder to
establish this connection. The phone number can be pre-
registered with the ACS. Alternatively, the ACS can obtain
the cardholder phone number through the Merchant, who in
turn received the phone number from the cardholder. In an
alternative implementation of the protocol, authenticating
information such as a password ¢an be sent from cardholder
122 to ACS, or from cardholder 122 to merchant 132, who
then re-routes the password to ACS 114.

[0183] Both two-way messaging and voice channels can
be used for authentication processing. When the two-way
messaging channel is used for authentication, the Issuer
sends one or more messages to the customer phone, which
displays Issuer and transaction information, and asks for the
customer’s approval. The message may simply request that
a password/PIN be entered, or may activate an application
on the user’s device, such as a SIM Toolkit application. The
ACS may use a variety of authentication mechanisms over
the messaging channel. This mechanisms include: 1) simple
pussword/PIN; 2) encrypled password/PIN; 3) challenge/
response using symmetric cryptography (such as a triple-
DES MAJ{); 4) public key-based challenge/response mecha-
nism (PKI); and 4) EMV cryptogram. If no application is
available on the phone, a simple password-based authenti-
cation may be used.

[0184] It is noted that authentication using either the
messaging or the voice channel <an be used even if the
cardholder is using an Internet connection through their PC
as the channel for shopping. (Depending on the capabilitics
of the ¢ardholder’s phone and mobile operator, this may also
be possible when the cardholder is shopping using a WAP
browser.) In this case, the Payer Authentication Request and
Response will be exchanged between the MPI and the ACS
by redirection through the cardholder’s browser. If the Issuer
wishes to authenticate the cardbolder using SMS/USSD or
an IVR system, they may initiate the call when the request
is received. The ACS may use a pre-registered phone
number, or may use the lnternet connection to the cardhold-
er's PC to have the cardholder supply one.

[0185] Before implementing such an approach, the Issuer
and ACS provider should consider issues related to latency,
particular when planning to use SMS for authentication. The
latency tor the SMS may be long, and even if the browser
connection with the cardholder is maintained for that period,
it is probable that the merchant system will have “timed out™
the transaction before the authentication can be completed.

[0186] At step 9 ACS returns PARes to MPL. ACS also
sclected data to authentication history server 13). When
authentication 1s complete, the ACS returns the PARes to the
MPI as follows. First, acting as a client, the ACS establishes
a secure (HTTPS) connection to the appropriate URL. If the
paResURL form ficld was provided, then the ACS connects
to paResURL. Note that the proxy server provider will
define the root certificate used by the proxy server to
establish the TLS/SSL session. In the case of a proxy server
in the interoperability domain, this will be the Visa root
cerlilicaie. The proxy server should ensure (hat the response
is forwarded to the TermUrl originally provided by the MPI
with the PAReq. Otherwise, the ACS connects (o TermUrl.
The root certificate to be used for establishing the TLS/SSL
session will have been provided as the TermURLRootCert in

the HTML form that included the PAReq. As described
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above, the ACS constructs a form containing the MD and
PaRes (note case), and POSTs the form over the established
connection.

[0187] The lermURLRootCert field contains the root 5L
certificate that the MPI will use when the ACS subsequently
establishes the session for returning the PARes. The MPI
should include this certificate in the HTML form that
included the PAReq, along with the TermUrl. The certificate
should be deflated and Base64-encoded in the same manner
as the PARes. This field is required and will be used by ACS
implementations that require explicit knowledge of the
rusted SSL oot cerlificates prior 1o establishing an SSL
connection. When establishing the HTTPS session with the
merchant server, the ACS may choose not to verify the MPI
server certificate during session establishment. Alterna-
tively, the ACS may choose to validate the server certificate
using the root certificate previously provided by the MPI in
the TermURLRootCert ficld. In some implementations, the
ACS may maintain a cache of certificates for use in verifying
the merchant server certificates. This would normally con-
tain a set of commonly used commercial root certificates
(just as a browser does). If the ACS uses this cache exclu-
sively, in some cases it may not be able to establish the
connection to the merchant server. If the ACS uses such a
cache, then it will need to have a method of maintaining and
updating the cache. It is recommended that the certificate
received in the TermURLRootCert field be added to the
cache tor subsequent use.

[0188] At step 10 MPI receives Payer Authentication
Response. At step 11, MPI validates Payer Authentication
Response signature. At step 12, merchant proceeds with
aunthorization exchange with its Acquirer.

[0189] Further description of the modifications to cach of
the PAReq, PARes, VEReq, and VERes messages will now
be discussed. Modifications to these messages include add-
ing new data fields. In one embodiment, these new fields are
implemented as XML elements that are contained within
Extension elements (extension fields). Some or all of the
modifications are made to the messages depending upon the
specific parameters of the account authentication system.

[0190] When the ACS has completed the authentication, it
will return the PARes to the MPL. The merchant system then
sends payment confirmation to the cardholder (by SMS,
USSD, or other means, depending on the merchant’s busi-
ness practices).

[0191] The discussion of each message begins with the
VEReq message. The MPI sends the Verify Enrollment
Request (VEReq) in order to learn whether authentication is
available from an ACS for a specific card number and
through what channel authentication will take place. The
VEReq message 1s modified so that the MPI can perform the
following functions. First, the MPI should specify that either
two-way messaging or voice is the shopping channel being
used. This can be indicated by using additional values
defined within a data field that specifies the type of device
used by the cardholder. For instance, these additional values
can be placed in the Browser deviceCategory field, which is
a standard field in the account authentication system. In one
embodiment, the value of 2 designates two-way messaging
(SMS or USSD) and the value of 3 designates voice channel.

[0192] Second, the MPI should indicate what kind of
channel the PAReq and PARes messages are to be sent

through. For message and voice authentication techniques a
dircet channel should be established and indicated, This
indication can be included in an extension ficld to the
VLReq message called paReqChannel. Tor instance, the
values of “browser” and “direct” can be set within
paReqChannel. The “browser” value indicatles that the Payer
Authentication Request/Response pair (PAReq/PARes or
CPRS/CPRQ) is exchanged by redirection through the card-
holder’s browser. The *direct” value indicates that the
PAReq/PARes messages are exchanged directly over the
Internet. If the shopping channel is either two-way messag-
ing or voice, then the “direct” value should be specified. If
no instance of this field 15 included, then the value of
“browser™ can be assumed.

[0193] Third, the MPI should include a hash of the card-
holder’s phone number, which may help the ACS to deter-
mine whether or not avthentication will be available. This
indication can be included in an extension field to the
VEReq message called ChphoneHash. The MPI can create
a SHA-1 hash of the cardholder’s phone number. The phone
number being hashed should be in the same format defined
for a CHphone Extension ficld in the PAReq message. The
ACS may use this field, if necessary, to determine whether
the cardholder is using a phone number already known to the
ACS. In one embodiment, the CHphone field is 28 bytes,
containing the Base64 encoding of the 20-byte hash.

[0194] Fourth, the MPI should indicate whether the mer-
chant is willing to transfer use of the voice channel to the
ACS. This indication can be included in an extension ficld
called VoiceChanTransfer. This field is used by the MPI if
the shopping channel is the voice channel. VoiceChanTrans-
fer indicates to the ACS whether the merchant is able o
transfer use of the voice channel to the Issucr, and by what
method. For example, one technique for transferring use of
the voiee channcl from the merchant to the ssucr involves
the merchant ending the call and thus allowing the Issuer
system to call the cardholder’s phone. The following exem-
plary values for VoiceChanTranster include “none™ and
“endecall.”*none” indicates that the merchant is not able to
transter the channel and it is not available for the Issuer’s
use. “endcall’ indicates that the merchant is able to end the
call. "none” is the default and is assumed if this element is
not included in the message. It a value of “none” is received,
and the ACS requires use of the voice channel, then the ACS
must return a value of ‘U’ in PAN Authentication Available
in the VERes message.

[0195] Fifth, the MPI should provide information about
additional devices or device capabilities available to the
cardholder, if required. This information can be included in
an extension field called CHDevCap. This field can be used
regional or local implementations of the account authenti-
cation system where the merchant system may be required
to include additional information in the VEReq regarding
devices or device capabilities available to the cardholder (in
addition to those implicit in the shopping channel itself). If
this information is required by the particular implementa-
tion, 1his element may be used by the MPI 10 provide it. I
use of this ficld is not required for the implementation, the
ACS may ignore the content of this field il’ present. The MPI
may include as many instances of this field as are applicable.
Some defined values for this field are: 1) DP=Dtigital land-
line, or mobile phone which can generate DTMF tones; 2
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SMS=Maobile phone or PDA with SMS support; and 3)
USSD=Mobile phone or PDA with USSD} support.

[0196] Modifications to the VERes message are now
described. The VERes message can be extended to allow the
ACS and the Visa directory server to handle additional data
transmission. With respect to the ACS, the VERes message
can be extended so that the ACS can respond to the exten-
sion fields added to the VEReq message. In one embodi-
ment, VERes has the additional fields of paReqChannel and
VoiceChanTransfer.

[0197] The PaReqChannel extension ficld is used when
the MPI has offered one or more alternative channels for the
exchange of the Payer Authentication Request/Response
pair. The value of PaReqChannel in the VERes indicates the
selected method for exchanging PAReq and PARes. The
VERes may include only one instance of PaReqChannel.
The PaReqChannel ficld should match the first supported
channel listed in the VEReq. If Device Category in the
VEReq indicates the two-way messaging or the voice chan-
nel, the “direct” channel must be selected for exchanging the
PAReq/Res pair. If the ACS does not support any offered
method, this field is not included in the response, and PAN
Authentication Available should be set to *U”.

[0198] The VoiceChanTransfer extension field is used by
the ACS when the ACS wishes to use the voice channel for
authentication and the MPI has indicated that the voice
channel is being used for shopping. The ACS may include
only one instance of this element in the VERes, and it should
match an instance received in the VEReq. If the ACS
requests that the merchant end the <all (by sending a value
of “endcall”), then the merchant should end the call with the
cardholder prior to sending the PAReq. If the ACS does not
include this element, or sends a value of “none”, then no
action is required on the part of the merchant.

[0199] With respect to the Visa directory server, the
VERes message can be extended so that the Visa directory
server can specify the use of a proxy server between the MPI
and ACS during the PAReq/Res exchange. In one embodi-
ment, this extension field is called the paReqURL field. This
tield specities the URL of a proxy server to which the form
containing the PAReq 1s to be posted. As will be discussed
below, a proxy server can be used to permit the needed
exchange of data while maintaining the security provided by
system firewalls.

[0200] Modifications to the PAReq message are now
described. The PAReq message can be extended to allow the
MPI to provide the cardholder’s phone number to the ACS.
In one embodiment, an extension field of CHPhone can be
uscd. PAReq can also be extended to indicate the date and
time when the MPI will allow the transaction to time out of
an account authentication process if no PARes has been
received from the ACS. The date and time should be
specified using Greenwich Mean Time. An optional exten-
sion field paReqExp can be used for this purpose.

[0201] The ACS may use the contents of the Chphone field
to initiate the “push”™ authentication session with the card-
holder. IT either the messaging chanoel or the voice channel
is being used for shopping, the merchant should supply this
lield il available. The Chphone flield should contain the
entire phone number, including the country code. The phone
number should be included as a numeric string with no
embedded spaces or other characters.

[0202] New form fields bave been defined for the HTML
form that is used to transport the PAReq message so as to
allow the MPI to provide at least two additional types of
data. First, a field, such as TermURLRootCert, provides the
root SSL certiticate that the MPI will use during the session
in which the PARes is returned. Second, a field, such as
ACSURL, provides the value of VERes.url to a proxy server
(if used). Also, an additional form field, paResURL, can be
used to allow the proxy server to provide a URL, which
indicates the location to which the ACS should send the
PARes message.

[0203] The MPI scnds the PARcq message to the ACS
according to the following three steps. First, acting as a
<licat, the MPI ¢stablishes a scoure (HTTPS) connection to
the appropriate URL. If provided in the VERes, the
paReqURL Extension field should be used. Otherwise, the
ACS URL from VERes.url is used. Second, the MPI con-
struects an HTML form that contains MD, TermUrl, and
PaReq (note case), plus two additional fields of TermURL-
RootCert and ACSURL, which contains the contents of
VERes.url. Third, the MPI then POSTs the form over the
established connection. If a proxy server receives the
PAReq, the proxy server may add to the form a field named
paResURL.. paResURIL. contains the URIL. to which the
PARes should be returned. Then the proxy server forwards
the form to the ACS using the ACSURT. from the HTMT.
form that included the PAReq.

[0204] The ACS, upon recciving the PAReq (either
directly from the MPI, or forwarded by the proxy server),
initiates the authentication using the appropriate authentica-
tion channel. The ACS may use a pre-registered phone
number, or it may use the phone number provided in the
PAReq (if supplied in the CHphone Extension field and
allowed by the Issuer’s risk management policy).

[0205] Security Issues for Voice and Messaging Imple-
mentations

[0206] This protocol extension requires that the MPI be
able to establish a connection with the ACS to POST the
form containing the PAReq. Many firewalls restrict the
ability to create such out-bound connections, and will often
only permit connection to a specific list of known trusted IP
addresses. The purpose of this restriction is t0 ensure that
“Trojan horse™ software on the merchant system cannot
open a connection 1o a fraudster’s server and send sensitive
data.

[0207] Two variations of the system architecture can be
employed with respect to the security/firewall restrictions.
One version of the architecture involves updating each
firewall’s list of known and trusted IP address. The other
version of the architecture involves using trusted proxy
servers. In a tully implemented account authentication sys-
tem, there will be many possible ACS systems, and there
will be no way to know in advance the IP addresses to which
it will be necessary to connect. In order 1o accommodate the
requirement to connect to large numbers of ACS systems,
one or more irusted proxy servers can be established (o
simplity security procedures. The paReqURL Extension
lield returned o the MPI in the VERes will identily one of
those trusted proxy servers. The proxy servers will enable
the ACS 10 send the PARes back 1o the merchanl, while
ensuring that only connections back to these merchants are
made. Merchant systems will be required to permit connec-
tions only to the defined IP addresses of those servers.



US 2003/0200184 Al

[0208] If a proxy server is used, the Visa directory server
will ensure that the MPI sends the PAReq to the proxy server
by putting the URL of the proxy server in the paReqURL
Extension field of the VERes. The proxy server should
ensure that the PARes is also posted back to this proxy
server. { This may be done using the paResURL form field).
The proxy server should ensure that the form containing the
PARes is posted back to the TermUrl originally specified by
the MPI when the PAReq was sent. No other connections
should be established and no other data should be transmit-
ted.

[0209] FIGS. 13 and 14 illustrate and contrast the basic
message exchange for account authentication systems for
the voice and messaging channels wherein FIG. 13 does not
use proxy servers and FIG. 14 does use proxy servers. In
each of FIGS., 13 and 14, the account authentication process
proceeds from top to bottom and the message transmissions
are shown using the directional arrows. The main dillerence
is seen in FIG. 14 where PAReq and PARes are transmitted
through a proxy server, rather than being transmitted directly
between an ACS and an MPL.

[0210] FIG. 15 illustrates a typical architecture that is
used for two-way message processing. The ACS should be
able to send SMS or USSD messages to the cardholder
giving information about the transaction, and requesting
identifving data such as the cardhelder password. The ACS
should also be able to receive the response from the card-
holder and associate it unambiguously with the request. The
ACS developer may wish to develop this capability, or may
wish to work with an aggregator that has the requisite
capabilities and relationships with the relevant operators.

[0211] Regardless of what channel is used for authentica-
tion, the Issuer must be able to identify itself o the card-
holder. In the “traditional” Internet channel, the Issuer can
display a fairly large amount of information, including brand
logos, and such things as the “Personal Assurance Message”
(PAM4) defined at cardholder registration. When using
two-way messaging, the PAM may also be used to provide
some assurance of personal identity. However, a more robust
method is required to ensure that cardholders know the
service number (also sometimes known as a short code) that
is used by the Issuer. This service number, which defines the
origin of the incoming message, is provided by the mobile
operator and cannot easily be modified or spoofed.

[0212]

[0213] FIG. 16 illustrates a telecommunications network
800 suitable for implementing an embodiment of the present
invention. The present invention may make use of any
suitable telecommunications network and may involve dif-
ferent hardware, different software and/or ditferent protocols
then those discussed below. The below-described network is
a preferred embodiment of the telecommunications network
126 of FIG. 1. Network 800 is a global telecommunications
network that supports purchase and cash transactions using,
any bankcard, travel and entertainment cards, and other
private label and proprietary cards. The network also sup-
ports ATM transactions for other networks, transactions
using paper checks, transactions using smart cards and
transactions using other financial instruments.

Preferred System Network

[0214] These transactions are processed through the net-
work's authonization, clearing and settlement services.

Authorization is when an issuer approves or declines a sales
transaction before a purchase is finalized or cash is dis-
persed. Clearing 1s when a transaction is delivered from an
acquirer to an issuer for posting to the customer’s account.
Settlement is the process of calculating and determining the
nel linancial posiion ol each member lor all transactions
that are cleared. The actual exchange of funds is a separate
provess,

[0215] Transactions can be authorized, cleared and settled
as either a dual message or a single message transaction. A
dual message transaction is sent twice—the first time with
only information needed for an authorization decision, an
again later with additional information for clearing and
settlement. A single message transaction is sent once for
authorization and contains clcaring and settlement informa-
tion as well. Typically, authorization, clearing and settlement
all occur on-line.

[0216] The main components of telecommunications nei-
work 800 are interchange centers 802, access points 804,
806 and processing centers 808 and 810. Other entities such
as drawee banks and third party authorizing agents may also
connect to the network through an access point. An inter-
change center is a data processing center that may be located
anywhere in the world. In one embodiment, there are two in
the United States and one ¢ach in the United Kingdom and
in Japan. Each interchange center houses the computer
system that performs the network transaction processing.
The interchange center serves as the control point for the
telecommunication facilities of the network, which comprise
high speed leased lines or satellite connections based on
IBM SNA protocol. Preterable, lines 820) and 822 that
connect an interchange center o remote entities use dedi-
cated high-bandwidth telephone circuits or satellite connec-
tions based on the IBM SNA-LUQ communication protocol.
Messages are sent over these lines using any suitable imple-
mentation of the ISO 8583 standard.

[0217] An access point 804 or 806 is typically a small
computer system located at a processing center that infer-
faces between the center’s host computer and the inter-
change center. The access point facilitates the transmission
of messages and files between the host and the interchange
center supporting the authorization, clearing and settlement
of transaction. Links $26 and 828 are typically local links
within a center and use a proprictary message tormat as
prefer by the center.

[0218] A data processing center (such as is located within
an acquirer, issuer, or other entity) houses processing sys-
tems that support merchant and business locations and
maintains customer data and billing systems. Preferably,
cach processing center is linked to one or two interchange
centers. Processors are connected to the closest interchange,
and if the network experiences interruptions, the petwork
automatically routes transactions to a secondary interchange
center. Each interchange center is also linked to all of the
other interchange centers. This linking enables processing
cenlers 1o communicate with each other through one or more
interchange centers. Also, processing centers can access the
networks of other programs through (he interchange center.
Further, the network ensures that all links have multiple
backups. The connection from one point of the network to
another is not usually a fixed link; instead, the interchange



US 2003/0200184 Al

center chooses the best possible path at the time of any given
transmission. Rerouting around any faulty link occurs auto-
matically.

[0219] FIG. 17 illustrates sysiems 84H) housed within an
interchange center to provide on-line and off-line transaction
processing. For dual message transaction, authorization sys-
tem 842 provides authorization. System 842 supports on-
line and off-line functions, and its file includes internal
systems tables, a customer database and a merchant central
file. The on-line functions of system 842 support dual
message authorization processing. This processing involves
routing, cardholder and card verification and stand-in pro-
cessing, and other functions such as file maintenance. Off-
line [unctions including reporting, billing, and generaling
recovery bulletins, Reporting includes authorization reports,
exception file and advice file reports, POS reports and billing
reports. A bridge trom system 842 to system 846 makes it
possible for members using systcm 842 to communicate
with members using system 846 and access the SMS gate-
ways to outside networks.

[0220] Clearing and settlement system 844 clears and
settles previously authorized dual message transactions.
Operating six days a week on a global basis, system 844
collects financial and non-financial information and disirib-
utes reports between members. It also calculates fees,
charges and settlement totals and produces reports to help
with reconciliation. A bridge forms an interchange between
system 844 processing centers and system 846 processing
centers.

[0221] Single message systemn 846 processes full financial
transactions. System 846 can also process dual message
authorization and clearing transactions, and communicates
with system 842 using a bridge and accesses outside net-
works as required. System 846 processes Visa, Plus Interlink
and other card transactions. The SMS files comprise internal
system tables that control system access and processing, and
the cardholder database, which contains files of cardholder
data used for PIN verification and stand-in processing autho-
rization. System 846 oo-line functions perform real-time
cardholder transaction processing and exception processing
for authorization as well as full financial transactions. Sys-
tem 846 also accumulates reconciliation and scttlement
totals. System 846 off-line functions process settlement and
funds transfer requests and provide settlement and activities
reporting. Settlement service 848 consclidates the settlement
functions of system 844 and 846, including Interlink, into a
single service for all products and services. Clearing con-
tinues to be performed separately by system 844 and system
846,

[0222] FIG. 18 illustrates another view of the components
of telecommunications network 800. Integrated payment
system 850 is the primary system for processing all on-line
authorization and financial request transactions. System 850
reports both dual message and single message processing. In
both cases, settlement occurs separately. The three main
software components are the common interface function
852, authorization system 842 and single message system
846,

[0223] Common interlace [unction 852 determines the
processing required for each message received at an inter-
change center. It chooses the appropriate routing, based on
the source of the message (system 842, 844 or 846), the type

of processing request and the processing network. This
component performs initial message editing, and, when
necessary, parses the message and ensures that the content
complies with basic message construction rules. Function
852 routes messages to their system 842 or system 846
destinations.

[0224] Computer System Embodiment
[0225] FIGS. 19A and 19B illustrate a computer system

OO suitable for implementing embodiments of the present
invention. FIG. 19A shows one possible physical form of
the computer system. Of course, the computer system may
have many physical forms ranging from an ntegrated cir-
cuit, a printed circuit board and a small handheld device up
to a huge super computer. Computer system 900 includes a
monitor H2, a display 904, a housing 906, a disk drive 908,
a keyboard 910 and a mouse 912. Disk 914 is a computer-
readable medium used to transfer data to and from computer
system 900.

[0226] FIG. 19B is an cxample of a block diagram for
computer system 900. Attached to system bus 920 are a wide
variety of subsystems. Processor(s) 922 (also referred to as
central processing units, or CPUs) are coupled to storage
devices including memory 924. Memory 924 includes ran-
dom access memory (RAM) and read-only memory (ROM).
As is well known in the art, ROM acts to transfer data and
instructions uni-directionally to the CPU and RAM is used
typically to transter data and instructions in a bi-directional
manner. Both of these types of memories may include any
suitable of the computer-readable media described below. A
fixed disk 926 is also coupled bi-directionally to CPU 922;
it provides additional data storage capacity and may also
include any of the computer-readable media described
below, Fixed disk 926 may be used to store programs, data
and the like and is typically a secondary storage medium
{such as a hard disk) that is slower than primary storage. It
will be appreciated that the information retained within fixed
disk 926, may, in appropriate cases, be incorporated in
standard fashion as virtual memory in memory 924. Remov-
able disk 914 may take the form of any of the computer-
readable media described below.

[0227] CPU 922 is also coupled to a varicty of input/
output devices such as display 904, keyboard 910, mouse
912 and speakers 930. In general, an input/output device
may be any of: video displays, track balls, mice, keyboards,
microphones, touch-sensitive displays, transducer card read-
ers, magnetic or paper tape readers, tablets, styluses, voice
or handwriting recognizers, biometrics readers, or other
computers. CPU 922 optionally may be coupled to another
computer or telecommunications network using network
interface 940, With such a network interface, it 1s contem-
plated that the CPU might receive information from the
network, or might output information to the network in the
course of performing the above-described method steps.
Furthermore, method embodiments of the present invention
may execute solely upon CPU 922 or may execute over a
network such as the Interpet in conjunction with a remote
CPU that shares a portion of the processing.

[0228] In addition, embodiments of the present invention
lurther relale 1o compuler storage products with a compuler-
readable medium that have computer code thereon for
performing various computer-implemented operations. The
media and computer code may be those specially designed
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and constructed for the purposes of the present invention, or
they may be of the kind well known and available to those
having skill in the computer software arts. Examples of
computer-readable media include, but are not limited to:
magnetic media such as hard disks, floppy disks, and mag-
netic tape; optical media such as CD-ROMSs and holographic
devices; magneto-optical media such as floptical disks; and
hardware devices that are specially configured to store and
execute program code, such as application-specific nte-
grated circuits (ASICs), programmable logic devices (PL.Ds)
and ROM and RAM devices. Examples of computer code
include machine code, such as produced by a compiler, and
files containing higher level code that are executed by a
computer using an interpreter.

[0229] While this invention has been deseribed in terms of
several preferred embodiments, there are alteration, permu-
tations, and equivalents, which fall within the scope of this
invention. It should also be noted that there are many
alternative ways of implementing the methods and appara-
tuscs of the present invention. It is thercfore intended that
the following appended claims be interpreted as including
all such alterations, permutations, and equivalents as fall
within the true spirit and scope of the present invention.

We claim:

1. A method by which a trusted party authenticates the
identity of an account holder during a transaction between
said account holder and a requesting party, said method
comprising:

establishing a communication connection between said
requesting party and said account holder in order to
conduct said transaction;

creating a condensed payment authentication response
message at said trusted party;

transmitting said condensed payment authentication
response message to said requesting party via said
account holder;

retrieving a first set of data fields from a memory device
located at said requesting party;

constructing a complete payment authentication response
message at said requesting party by combining said
condensed payment authentication response message
with said first set of data fields; and

authorizing said transaction between said account holder
and requesting party when said complete payment
authentication response message indicates that the
identity of said account holder 1s authenticated.

2. A method as recited in claim 1 further comprising:

creating a condensed payment authentication request
message at said requesting party;

transmitiing  said condensed payment  authenticalion
request message from said requesting party to said
trusted party via said account holder;

receiving an identity authenticating token at said trusted
party from said account holder; and

comparing said identily authenticaling oken against a
token previously designated for an account of said
account holder wherein said trusted party authenticates
the identity of said account holder.

3. Amethod as recited in claim 1 wherein the memory unit
located at the requesting party is a merchant plug-in module.
4. A method as recited in claim 2 further comprising:

transmitting a verification of enrollment request message
from said requesting to said trusted party wherein said
verification of enrollment request message includes an
account mumber of said account holder;

determining, by said trusted party, if an account number
of said account holder is contained within a list ot
enrolled account holders who are capable of being
authenticated by said trusted party;

transmitting a verification of enrollment response mes-
sage [rom said trusted parly o said requesling parly
through the Internet wherein said verification of enroll-
ment response message indicates if said account num-
ber is contained within said list of enrolled account
holders; and

including an extension field on said verification of enroll-
ment response message that includes a chain of trusted
party digital certificates.

5. A method as recited in claim 2 wherein each of the
messages are Internet-based messages that are made up of
multiple elements that each have an element name tag, each
element name tag having a first tag size, said method further
comprising:

replacing each of the element name tags with a respective
shortened clement name tag that has a second tag size,
each of the second tag sizes being smaller than its
respective first tag size.

6. A method as recited in claim 1 further comprising:

creating a copy of said complete payment authentication
response message al said trusied party; and

transmitting said copy of said complete payment authen-
tication response message from said trusted party to an
authentication history server for archiving purposes.

7. A method as recited in claim 1 wherein said trusted
party is a financial institution.

8. A method as recited in claim 1 wherein said requesting
party is an online merchant and wherein said account of said
account holder is maintained by said trusted party, said
method further comprising:

conducting a financial transaction between said request-

ing party and said account holder.

9 An account authentication system in which a trusted
party authenticates the identity of an account holder with
respect to an account during a transaction between said
account holder and a requesting party, the system compris-
ing:

a requesting party server configured to communicate with
said account holder in order to process said transaction;

an access control server controlled by said trusted party,
said access control server configured to create a con-
densed payment authentication response message; and

4 requesling parly plug-in soltware module having a
requesting party memory unit, said requesting party
plug-in module conligured o receive said condensed
payment authentication response message, to retrieve a
first set of data fields from said requesting party
memory unit, and to construct a complete payment
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authentication response message by combining said
condensed payment authentication response message
with said first set of data fields.

10. An account authentication system as recited in ¢laim
9 wherein said requesting party plug-in software module is
further configured to create and transmit a condensed pay-
ment authentication request message to said access control
SCIVET.

11. An account authentication system as recited in claim
10 wherein said access control server is further configured to
receive an identity authenticating token from said account
holder and to authenticate the identity of said account holder
based upon said identity authenticating token.

12. An account authentication system as recited in ¢laim
9 further comprising:

a verification of enrollment response message that indi-
cates if said account holder is enrolled in an authenti-
cation scrviee, said verification of corollment response
message including an extension ficld that includes a
chain of trusted party digital certificates; and

wherein said access control server is configured to trans-
mit said verification of enrollment response message to
said requesting party plug-in software module through
the Internet.
13. An account aunthentication system as recited in claim
9 further comprising:

an authentication history server configured to receive a
copy of said complete payment authentication response
message from said access control server.

14. An account authentication system as recited in claim

9 wherein said trusted party is a financial institution and
maintains said account of said account holder.

15. An account authentication system as recited in claim
14 wherein said requesting party is an online merchant who
conducts a financial transaction with said account holder.

16. A method by which a trusted party authenticates the
identity of an account holder during a transaction between
said account holder and a requesting party, said method
comprising:

conducting said transaction between said account holder
and said requesting party over a first voice or messag-
ing channel;

sending a payment authentication request message [rom
said requesting party to said trusted party over the
Inlernet;, and

transmitting an authenticating token from said account
holder to said trusted party over said second voice or
messaging channel.

17. A method as recited in claim 16 further comprising:

authenticating the identity of said account holder based
upon said authenticating token; and

sending a payment authentication response message from
said trusted party to said requesting party over the
Internet.

18. A method as recited in claim 16 wherein said payment
authentication request message is senl directly from said
requesting party to said trusted party.

19. A method as recited in claim 18 wherein the operation
of sending said payment authentication request message
from said requesting party to said trusted party further
COMprises:

constructing a first HTML form containing said payer
authentication request message; and

posting said first HTML form directly to said trusted

party.

20. Amethod as recited in claim 17 wherein said payment
authentication response message is sent directly from said
trusted party to said requesting party.

21. Amethod as recited in claim 20 wherein the operation
of sending said payment authentication response message
from said trusted party to said requesting party further
COMprises:

constructing a second HTML form containing said payer
authentication response message; and

posting said second HTML form directly to said request-
ing party.
22. A method as recited in claim 16 wherein said sending
of payment authentication request message involves

sending said payment authentication request message
from said requesting party to a proxy server; and

forwarding said payment authentication request message
from said proxy server to said access control server.
23. A method as recited in claim 16 wherein sending of
payment authentication response message involves

sending said payment authentication response message
from said trusted party to said proxy server; and

forwarding said payment authentication response mes-
sage from said proxy server to said requesting party.

24. A method as recited in claim 16 wherein said first and
second voice or messaging channels are selected from a
group consisting of Short Message Service, Unstructured
Supplementary Services Data, and Interactive Woice
Response.

25. A method as recited in claim 16 further comprising:

creating a verification of enrollment request message that
includes a query as to said trusted party’s capability to
authenticate the identity of said account holder and
information regarding the communications protocol
used by a device used by said account holder; and

transmitting said verification of enrollment request mes-
suge [rom said requesting party (o said (rusied party.
26. A method as recited 10 claim 25 further comprising:

creating a verification of enrollment response message
that indicates if said trusted party has the capability to
authenticate the identity of said account holder; and

transmitting said verification of enrollment response mes-
sage from said trusted party to said requesting party.
27. A method as recited i ¢laim 16 [uriher comprising:

mitiating an authorization process for said transaction
when said payment authentication response message
has successfully authenticated the identity of said
account holder.

28. An account authentication system in which a trusted
party authenticates the identity of an account holder during
a transaction between said account holder and a merchant,
said system comprising:

a merchant server configured to communicate with said
account holder in order to process said transaction;
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a merchant plug-in software module;

a first HIML form containing said payer authentication
request message that is posted over the Internet to said
trusted party from said merchant plug-in software mod-
ule;

a first voice or messaging channel established between
said merchant server and said account holder, wherein
said first voice or messaging channel is used to con-
ductor said transaction;

an access control server controlled by said trusted party;

a second voice or messaging channel established between
said account holder and said access control server; and

an authenticating token that is transmitted from said
account holder to said access control server over said
second voice or messaging channel, said authenticating
token configured w0 be used by said aceess control
server to authenticate the identity of said account
holder.

29. An account authentication system as recited in claim

28 further comprising:

a second HTML form containing said payer authentica-
tion response message that is posted over the Internet to
said merchant plug-in software module.

30. An account authentication system as recited in claim

28 further comprising:

a proxy server that routes said payer authentication
request message and said payer authentication response
messages between said merchant plug-in software
module and said access control server.

31. An account authentication system as recited in claim

28 turther comprising:

an authentication history server in communication with
said access control server, and

a copy of said payer authentication response message,
which is sent to said authentication history server to be
stored for dispute resolution purposes.

32, An account authentication system as recited in claim
28 wherein said first and second voice or messaging chan-
nels are sclected from a group consisting of Short Message
Service, Unstructured Supplementary Services Data, and
Interactive Voice Response.

33. An account authentication system as recited in claim
28 further comprising:

a verification of enrollment request message that includes
a query as to said trusted party’s capability to authen-
ticate the identity of said account holder and informa-
tion regarding the communications protocol used by a
device used by said account holder, wherein said veri-
fication of enrollment request message is transmitted
from said merchant plug-in software module to said
trusted party.

34. An account authentication system as recited in claim
33 wherein said verification of enrollment request message
further includes an extension field that indicates if said payer
authentication request message 1s to be sent to said access
control server directly over the Internet or via said device
used by said account holder.

35. An account authentication system as recited in claim
33 wherein said verification of enrollment request message
further includes a hash of said accoumt holder’s phone
number, said access control server configured to use said
hash to determine if the identity of said account holder can
be authenticated.

36. An account authentication sysiem as reciled in claim
28 further comprising:

verification of enrollment response message that indicates
if said trusted party has the capability to authenticate
the identity of said account holder, wherein said veri-
fication of enrollment response message is transmitted
from said trusted party to said merchant plug-in soft-
ware module.

37. An account authentication system as recited in claim

30 forther comprising:

verification of enrollment response message that indicates
if said trusted party has the capability to authenticate
the identity of said account holder, wherein said veri-
fication of enrollment response message is transmitted
from said trusted party to said merchant plug-in soft-
ware module, and wherein sail verification of enroll-
ment response message includes an extension field that
specifies the URL of said proxy server.
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